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ABSTRACT:

Ensuring examination integrity in Nigerian higher institutions remains a persistent challenge,
particularly in environments with unreliable internet connectivity. While our earlier work
(Dimoiji et al., 2025) introduced a cost-effective, QR code-based system to combat student
impersonation, its reliance on real-time online database queries rendered it vulnerable to
network outages, a common constraint in many examination settings. To address this critical
limitation, we present an enhanced, offline-first verification system that operates
independently of network availability at the point of use. The proposed architecture leverages
securely encrypted, pre-downloaded examination rosters containing only essential data:
student registration numbers mapped to official photographs. This minimalist approach
enables rapid, secure, and reliable verification using standard low-cost mobile devices,
without requiring biometric hardware or continuous connectivity. By shifting from dynamic
online queries to static, pre-provisioned data packets, our solution retains the original
system’s speed and affordability while significantly improving robustness, privacy, and
operational predictability. This offline-first model, designed specifically for resource-
constrained contexts, offers a practical and scalable pathway to safeguard examination
integrity where it is needed most.
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1. INTRODUCTION

The pursuit of examination integrity in Nigerian higher institutions is a continuous challenge.
In Dimoji et al. (2025), we proposed a cost-effective, QR code-based system to combat
student impersonation. That system relied on real-time database queries, presenting a
significant limitation: a mandatory dependency on stable network connectivity, a resource
often unreliable in many examination venues across the country. While the online model
offered significant advantages over traditional paper-based methods, its network requirement
posed a critical operational risk. Examination processes cannot afford delays or failures at the
point of student verification. A system failure due to poor connectivity can lead to hall
congestion, student anxiety, and a complete breakdown of the verification process, ultimately
undermining the credibility of the examination itself.

This paper, therefore, presents a significant enhancement to the original model: an offline-
first architecture. We redesigned the system to operate entirely independently of network at
the point of use, while retaining all the benefits of cost-effectiveness, speed, and security.
This is achieved through the use of secure, encrypted, and pre-downloaded examination

rosters, ensuring verification can proceed seamlessly in any environment.

2. LIMITATIONS OF THE ONLINE MODEL AND RELATED WORK

2.1. Recapitulation of the Online QR Code System

In our preceding work (Dimoji et al, 2025) the system's core operation involved a real-time
verification loop: a student presents an ID card with a unique, encoded QR code; an
invigilator scans this code with a low-cost 2D scanner connected to an internet-enabled
device; the system instantly queries a central student database and retrieves the student's
official photograph; and finally, the invigilator performs a visual comparison between the live
student and the displayed image. The primary strengths of this model were its cost-
effectiveness, leveraging affordable scanners and existing devices; its operational speed,
facilitating rapid student admission; and its enhanced accuracy, as it relied on the
authoritative, up-to-date photo from the central registry rather than a potentially outdated or
low-quality image on a physical card. This system was positioned as a viable middle-ground

between inefficient paper-based methods and prohibitively expensive biometric solutions.
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2.2. The Connectivity Challenge: The Primary Limitation

Despite its advantages, the online model possesses a critical point of failure: a fundamental
dependency on stable, high-bandwidth internet connectivity at the examination venue. This
requirement presents a significant operational risk within the context of many Nigerian higher
institutions. Network connectivity can be unreliable with frequent power and network outages
hampered by poor infrastructure, limited broadband penetration (especially in rural areas),
high costs, and inconsistent bandwidth being common challenges (Akaeze & Akaeze, 2024,
Chibuzor & Kolo, 2024; Whyte, 2025; Bunu et al., 2019; Olanrewaju et al., 2021; Dahunsi &
Akinlabi, 2019). The situation can be exacerbated during high-stakes events like
examinations, where concentrated, simultaneous access from multiple devices can lead to
severe network congestion, slowing response times to a crawl or rendering the network
entirely unavailable. A system failure at this critical juncture can lead to exam hall
congestion, heightened student anxiety, and a complete breakdown of the verification
process, ultimately compromising the integrity and smooth running of the examination it was
designed to protect. Therefore, while the online system is theoretically sound, its practical
applicability is severely constrained by this infrastructural vulnerability, creating a
compelling need for a more resilient, offline-capable solution.

2.3. Survey of Offline-Capable Verification Systems and Inherent Challenges

The challenge of operating in low-connectivity environments has been addressed in other
domains, primarily through localized biometrics and encrypted offline databases. However, a
survey of these approaches reveals significant technical and security challenges, particularly
concerning the trade-offs between security, privacy, and usability under resource constraints
(Lien & Vhaduri, 2023). Biometric systems can operate offline by storing encrypted
biometric templates (e.g., fingerprints, facial feature vectors) locally. While effective, they
face core challenges: they require robust, costly sensors and significant computing power,
which are often unavailable in resource-limited environments (Lien & Vhaduri, 2023; Yang
et al.,, 2021). So-called "soft" biometrics offer a more feasible alternative but suffer from
lower accuracy and stability. Furthermore, storing biometric templates locally, even in
encrypted form, raises profound privacy risks and complex key management issues if the
verification device is lost or compromised (Ali et al., 2018; Jeon & Lee, 2021; Bassit et al.,
2021). Advanced cryptographic techniques like homomorphic encryption can enable
matching on encrypted data but introduce high computational overhead, making them
impractical for standard institutional hardware (Farid et al., 2021).

The alternative, using encrypted offline databases, is a well-established concept for
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disconnected operation. Yet, deploying a full student database locally can be overly bulky
and complex for the specific, narrow task of exam hall verification, complicating both
security and key management without a central infrastructure (Jeon & Lee, 2021).
Our proposed system differentiates itself by strategically avoiding these well-documented
pitfalls. Instead of relying on complex and costly biometric hardware or bulky databases, we
employ a minimalist, data-lite approach. The system utilizes a secure, encrypted, and exam-
specific data payload: a "roster" file containing only the essential mapping of student
registration numbers to their official photographs. This design directly addresses the core
challenges identified in the literature:

e Resource Constraints: It eliminates the need for specialized sensors, running efficiently
on standard, low-cost smartphones or tablets.

e Template Security and Privacy: It avoids the privacy risks of biometric data altogether,
storing only a photograph which, while sensitive, does not carry the same immutable,
lifelong privacy implications as a fingerprint or iris template.

e Computational Overhead: By forgoing complex encrypted matching algorithms, the
system performs a simple, fast lookup and decryption, ensuring rapid throughput without
computational bottlenecks.

e Usability versus Security: It maintains a simple and intuitive verification process for
invigilators while providing robust security through standard AES-256 encryption and
HMAC integrity checks for the roster file.

e Our model leverages the established QR code infrastructure with a minimal data payload,
creating a robust offline solution that is low-cost, practical, and perfectly suited for large

institutions with few resources.

3. SYSTEM ARCHITECTURE: THE OFFLINE-FIRST MODEL

The core innovation of this work is the shift from a dynamic, online query to a static, pre-

provisioned verification process.

3.1. Core Concept and Workflow

The system operates in two distinct phases:

1. Preparation Phase (Online): Prior to the examination, an authorized exam officer
generates a digital roster for the specific course and session. This roster is a securely
packaged file containing only the necessary data for verification.

2. Execution Phase (Offline): In the exam hall, invigilators use a dedicated mobile

application. This app has pre-loaded the roster file. Scanning a student's QR code
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performs an instant lookup against this local file, displaying the result without any

network request.

3.2. Architectural Components and Data Flow

3.2.1. System Components:

1. Central Database (Online): The source of truth for student records.

2. Roster Generation Module (Online - Admin Portal): Creates secure, encrypted roster files
for distribution.

3. Offline Verification App (Offline - Invigilator's Device): The core application for
scanning and verification.

4. Physical ID Card (Offline): Unchanged from the first paper.

3.2.2. Data Flow Diagram:

. Admin Portal
> Request Roster

Admin Portal
Create and
Encrypt Roster

Central
Database Fetch
Student Data

Invigilator App
Secure
Download

Student
Presents ID Card

Offline App
Receives
Registration

Number

Local Roster
Lookup
Registration
Number

Screen Shows
Photo for
Verification

Offline App
Decrypts and
Displays Photo

Invigilator Scans
QR Code

Fig. 1: System Architecture and Data Flow

4. IMPLEMENTATION AND SECURITY ANALYSIS

4.1. Secure Roster Generation

We implement here the roster generation with a focus on security and data minimization
using a PHP code example.

PHP Code for Roster Generation:

1. <?php

2. /1 ... (Database connection)

3. $courseCode = "ENG101";

4. $query = "SELECT reg _number, photo data FROM students WHERE course =
'ScourseCode™;

5. $result = mysgli_query($conn, $query);

6. $roster = [];
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7. while($row = mysqli_fetch_assoc($result))

8.{

9. $roster[$row|['reg_number']] = base64 encode($row|'photo data']); //Store as
base64

10. }

11.

12. // Secure the roster: Encrypt and Sign

13. $jsonRoster = json_encode($roster);

14. $encryptionKey = openssl_random_pseudo_bytes(32); //Unique key per roster

15. $iv = openssl_random_pseudo_bytes(16);

16. $encryptedRoster = openssl_encrypt($jsonRoster, ‘aes-256-chc’, $encryptionKey, 0, $iv);
17.

18. //Generate the HMAC signature using the same encryption key

19. $hmac = hash_hmac('sha256', $encryptedRoster, $encryptionKey, true);

20. //Package for distribution: [IV (16 bytes)] + [HMAC (32 bytes)] + [Encrypted Data]

21. file_put_contents("rosters/{$courseCode}.enc", $iv . $hmac . $encryptedRoster);

22. /IThe $encryptionKey is distributed to invigilators via a separate, secure channel.

23. 7>

24,

4.2. The Offline Verification Application

The mobile app (conceptualized here) is the cornerstone of the offline operation.

Key Features of the App:

1. Secure Key Import: Invigilators import the encryption key for the roster, separate from
the roster file itself.

2. Roster Management: Allows loading of multiple roster files for different exams.

3. Instant Lookup: The core scanning and display functionality.

JavaScript Pseudocode for Verification Logic:

1. // On App Startup

2. async function loadRoster(encryptedFile, key) {
3. let fileData = await readFile(encryptedFile);

4.

5. /I Extract the three parts based on fixed lengths
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25.

/I Lengths: 1V (16 bytes), HMAC (32 bytes for SHA-256), Data (Remaining)
let iv = fileData.slice(0, 16);
let receivedHmac = fileData.slice(16, 48);

let encryptedData = fileData.slice(48);

/I Integrity Check: Recalculate HMAC and compare
/I Note: 'key' must be the same 32-byte key used in PHP
let calculatedHmac = await generateHmac(encryptedData, key);

//Using a crypto library like Web Crypto API

if ('isEqual(receivedHmac, calculatedHmac)) {

throw new Error("Security Error: Roster file is corrupted or tampered with!™);

/I Decrypt only after verification is successful

let decryptedJson = await decrypt(encryptedData, key, iv); // AES-256-CBC
this.rosterlsVerified = true;

this.localRoster = JSON.parse(decryptedJson);

26.// On QR Scan
27. function onScan(registrationNumber) {

28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

/I Ensure the roster was successfully verified by HMAC during startup
if ('this.rosterlsVerified) {
displayError("System Error: Roster integrity not verified.");

return;

let studentPhotoBase64 = this.localRoster[registrationNumber];

if (studentPhotoBase64) {
/[Security: Ensure the string is a valid Data URL before displaying
const safeDataUrl = “data:image/jpeg;base64,${studentPhotoBase64} ;
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39.

40. displayPhoto(safeDataUrl);

41. logVerification(registrationNumber, "VERIFIED", timestamp());
42. }else{

43. displayError("Student not in roster.");

44, logVerification(registrationNumber, "NOT_FOUND", timestamp());
45. }

46. }

47.

4.3. Security Analysis

e Data Minimization: The roster contains only the data needed for the specific exam.

e Confidentiality: The roster file is encrypted with a strong algorithm (AES-256). Without
the key, it is useless.

e Integrity: The roster file includes includes an integrity checksum (HMAC) generated
with the secret key. The application verifies this signature during startup to ensure the file
has not been altered; if the file and signature do not match, the system rejects the data
before decryption.

e Access Control: The roster and key are distributed only to authorized invigilators.

5. COMPARATIVE ANALYSIS AND DISCUSSION

5.1. Advantages over the Online Model

e Absolute Reliability: Functions in zero-network environments.

e Predictable Performance: Lookup speed is constant and instantaneous, unaffected by
network latency.

e Enhanced Privacy: Student data does not traverse the network during the exam,
reducing exposure.

e Reduced Network Load: Eliminates bandwidth consumption from hundreds of devices
querying a central server simultaneously.

5.2. Trade-offs and Mitigations

Trade-off: Administrative Overhead. Requires a pre-exam preparation step.

Mitigation: Automate the roster distribution process. The admin portal can push rosters to

registered invigilator apps a day before the exam when devices are online.
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Trade-off: Static Data. The roster is a snapshot in time.
Mitigation: Implement a cutoff time for roster generation (e.g., 2 hours before the exam).

Legitimate late registrations can be handled via a separate, managed exception process.

Trade-off: Device Security. The invigilator's device now holds sensitive data.
Mitigation: The app can require a PIN. Rosters and keys can be set to auto-expire and delete
24 hours after the exam.

6. CONCLUSION AND FUTURE WORK

This paper has successfully addressed the primary limitation of our previously proposed
online verification system by introducing a robust, offline-first architecture. The enhanced
system maintains the core benefits of being quick and cost-effective while now offering
unwavering reliability in the face of uncertain network conditions, making it profoundly
suitable for the Nigerian context and similar resource-constrained environments. The model
of using secure, pre-provisioned data packets for offline operation has broader applications
beyond exam verification, such as class attendance, library book checkouts, and access
control. Future work will involve the development of a production-ready mobile application,
a formal usability study with invigilators, and the exploration of using digital signatures for

end-to-end non-repudiation of the verification logs generated by the offline app.
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