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ABSTRACT

The pervasive threat of internal fraud, amplified by the digitalisation of financial services,
poses a significant challenge to the banking industry, frequently overwhelming traditional
auditing and investigative methods. This study addresses the urgent need for more adaptive
and technologically advanced fraud mitigation strategies by proposing and validating a
synergistic framework that integrates forensic accounting principles with advanced data
analytics. Utilising a sophisticated, simulation-based methodology, we generated a realistic
dataset of 1.5 million banking transactions, embedding subtle and complex internal fraud
scenarios. This research evaluates the efficacy of four distinct machine learning models—
Logistic Regression, Multi-Layer Perceptron (MLP) Neural Network, XGBoost, and a
Balanced Random Forest—in detecting these fraudulent activities. The findings reveal that
the Balanced Random Forest model demonstrates superior performance, achieving an AUC-
ROC of 0.975, an F1-Score of 0.915, and a Recall of 0.952, indicating its exceptional ability
to identify over 95% of fraudulent transactions while maintaining a low rate of false positives.
Feature importance analysis highlights that behavioural anomalies, such as deviations from
an employee's average transaction patterns, are the most potent predictors of fraud,
surpassing the significance of static transactional attributes like the amount. This study
provides a practical, data-driven workflow that translates these analytical insights into an
automated, real-time fraud detection and prevention system. The results confirm that the

integration of forensic expertise with machine learning not only enhances detection accuracy
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and operational efficiency but also provides a proactive, resilient defence mechanism against

the dynamic nature of internal financial crime.

KEYWORDS: Forensic Accounting, Internal Fraud, Machine Learning, Data Analytics,

Fraud Detection, Banking Sector, Balanced Random Forest, Anomaly Detection.

1. INTRODUCTION

Financial malfeasance, particularly in the form of fraud, remains a pervasive and insidious
threat to organisations across all sectors, eroding trust, destabilising markets, and inflicting
substantial economic damage (Nicholls et al, 2021). While external threats often capture
headlines, the insidious nature of internal fraud, perpetrated by an organisation's own
employees, presents a unique and often more challenging dilemma. Such acts, ranging from
asset misappropriation to financial statement manipulation, exploit vulnerabilities within an
entity's operational framework, often leveraging privileged access and intimate knowledge of
internal controls (Goode and Lacey, 2022). The Association of Certified Fraud Examiners
(ACFE) consistently highlights the devastating impact of internal fraud, with organisations
globally losing a significant percentage of their annual revenue to these illicit activities
(Global, A. C. F. E, 2020). This underscores a critical imperative for robust, adaptive, and
technologically advanced mechanisms to detect, prevent, and mitigate such risks.

Historically, the battle against internal fraud has relied heavily on traditional auditing
practices, internal controls, and reactive investigations. While foundational, these
conventional approaches often struggle to keep pace with the evolving sophistication of
fraudulent schemes. The sheer volume, velocity, and variety of transactional data generated
by modern enterprises can overwhelm manual review processes, rendering them inefficient
and prone to oversight (Olushola and Mart, 2024). Moreover, the increasingly digital nature
of business operations means that fraudulent activities are often concealed within complex
data ecosystems, making their detection akin to finding a needle in a digital haystack. This
necessitates a paradigm shift towards more proactive and technologically augmented fraud
detection strategies.

In response to these escalating challenges, the field of forensic accounting has emerged as a
specialised discipline, bridging the gap between accounting principles and investigative
techniques. Forensic accountants, equipped with a unique blend of accounting acumen, legal
knowledge, and investigative skills, are instrumental in uncovering financial irregularities,

quantifying damages, and providing expert testimony in legal proceedings (Daraojimba et al,
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2023). Their role extends beyond mere compliance, delving into the intricate details of
financial transactions to reconstruct events and identify perpetrators. However, the efficacy of
forensic accounting, particularly in the context of large-scale data environments, is
increasingly contingent upon the integration of cutting-edge technological tools.

The advent of advanced data analytics, particularly those underpinned by artificial
intelligence (Al) and machine learning (ML), offers a transformative potential for enhancing
forensic accounting practices. These technologies enable the processing and analysis of vast
datasets with unprecedented speed and accuracy, identifying anomalies, patterns, and
correlations that would be imperceptible to human analysis alone (Ariyibi et al, 2024).
Machine learning algorithms, for instance, can be trained on historical fraud data to predict
future occurrences, classify suspicious transactions, and even cluster indicators of potential
malfeasance, thereby shifting the investigative paradigm from reactive to predictive
(Sivaraman, 2023). This technological augmentation empowers forensic accountants to move
beyond traditional sampling methods, allowing for comprehensive, continuous monitoring
and a more targeted approach to fraud risk management.

Despite the clear synergy between forensic accounting principles and advanced data analytics,
the practical integration of these domains, particularly for the specific challenge of internal
fraud mitigation within critical sectors like the financial industry, remains an area ripe for
further exploration. While individual studies have touched upon aspects of data analytics in
fraud detection or the role of forensic accounting, a comprehensive framework that
systematically integrates these two powerful disciplines to proactively address internal fraud
risks is still evolving in academic discourse and practical application. This gap is particularly
pronounced in the context of the banking sector, where the volume of transactions and the
potential for systemic impact necessitate highly robust and efficient fraud mitigation
strategies.

This study aims to investigate the synergistic integration of forensic accounting
methodologies with advanced data analytics frameworks, specifically focusing on their
application for enhancing internal fraud mitigation strategies within the banking industry. By
exploring how machine learning techniques can be leveraged to augment the investigative
capabilities of forensic accountants, this research seeks to provide a practical and
theoretically grounded approach to identifying, classifying, and clustering potential indicators
of internal fraud. The insights derived from this investigation are intended to contribute to

both the theoretical understanding of fraud risk management and the practical implementation

Copyright@ Page 3



International Journal Research Publication Analysis

of technologically enhanced forensic accounting practices, ultimately strengthening the
resilience of financial institutions against internal threats.

1.1 The Evolving Threat of Internal Fraud in the Financial Sector

The financial sector, by its very nature, stands as a prime target for fraudulent activities. The
immense flow of capital, complex transactional networks, and the high stakes involved create
an environment ripe for exploitation. Within this intricate ecosystem, internal fraud poses a
particularly insidious challenge. Unlike external attacks, which often originate from
identifiable external actors, internal fraud is perpetrated by individuals within the
organisation, employees, managers, or even executives, who exploit their positions of trust
and access (Barnes, 1981). This inherent trust, paradoxically, makes internal fraud harder to
detect, as perpetrators often understand the internal controls and can meticulously conceal
their tracks, sometimes for extended periods (Shepherd and Button, 2019).

Recent global economic shifts and the rapid digitalisation of banking services have only
exacerbated these vulnerabilities. The proliferation of online transactions, mobile banking,
and digital payment systems, while offering unparalleled convenience, also introduces new
avenues for sophisticated fraudulent schemes. Traditional fraud detection mechanisms, often
reliant on rule-based systems and periodic audits, are increasingly outmatched by the
dynamic and adaptive nature of these modern threats. These systems, while effective against
known patterns, frequently fail to identify novel fraud typologies or subtle deviations that
signify emerging risks (Oladele, 2024). The sheer volume of daily transactions in a large
financial institution means that manual review is simply impractical, leading to a reliance on
sampling that inevitably misses a significant portion of fraudulent activities.

Moreover, the consequences of internal fraud extend far beyond immediate financial losses.
Reputational damage, erosion of customer trust, regulatory penalties, and a decline in
employee morale are often equally, if not more, detrimental to a financial institution's long-
term viability (Comer, 2017). The ripple effect of a major fraud incident can destabilise an
entire organisation, impacting shareholder value and potentially triggering systemic risks
across the broader financial landscape. This profound impact underscores the urgent need for
financial institutions to adopt more proactive, intelligent, and integrated approaches to
internal fraud mitigation.

1.2 Integrated Forensic Accounting and Advanced Analytics

Forensic accounting, as a specialised branch of accounting, has long been the vanguard in the
fight against financial crime. Its practitioners possess a unique blend of investigative prowess,

legal understanding, and deep accounting knowledge, enabling them to dissect complex
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financial data, identify irregularities, and present findings in a manner suitable for legal
proceedings (Ellili et al, 2024). However, the traditional toolkit of forensic accountants, while
robust, is increasingly being augmented by the transformative power of advanced data
analytics. The convergence of these two disciplines represents a significant leap forward in
the capacity to combat sophisticated financial fraud.

Advanced data analytics, encompassing techniques such as machine learning, artificial
intelligence, and big data processing, offers unprecedented capabilities for analysing vast and
complex datasets. Unlike conventional statistical methods, machine learning algorithms can
learn from data, identify intricate patterns, and make predictions or classifications without
explicit programming for every scenario (Bakumenko and Elragal, 2022). For instance,
supervised learning models can be trained on historical data of known fraudulent and non-
fraudulent transactions to classify new transactions, while unsupervised learning techniques
can identify anomalous behaviours that deviate from established norms, signalling potential
fraud even when no prior examples exist (Carcillo et al., 2021).

The integration of these analytical capabilities into the forensic accounting framework allows
for a shift from reactive investigation to proactive detection and even prediction. Forensic
accountants can leverage machine learning models to:

Enhance Anomaly Detection - Identify unusual patterns in employee behaviour, transaction
data, or financial records that might indicate fraudulent activity, even if they don't fit
predefined rules.

Improve Risk Scoring - Assign risk scores to transactions, employees, or departments based
on their likelihood of involvement in fraudulent activities, allowing for more targeted
investigations.

Automate Data Analysis - Reduce the manual effort involved in reviewing vast datasets,
freeing up forensic accountants to focus on complex investigative tasks requiring human
judgment.

Visualise Complex Relationships - Create intuitive visualisations of data relationships and
networks, making it easier to understand complex fraud schemes and identify key players.
This synergistic approach empowers forensic accountants with a more potent arsenal against
internal fraud. By combining their expert judgement and investigative skills with the
predictive and analytical power of machine learning, financial institutions can develop a more
resilient defence against evolving threats. The challenge, however, lies in effectively
integrating these disparate fields into a cohesive and actionable framework that can be

practically implemented within the operational realities of the banking industry.
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1.3 Research Gap and Study Objectives

Despite the recognised potential of both forensic accounting and advanced data analytics in
combating fraud, a discernible gap persists in the comprehensive understanding and
systematic integration of these two domains, particularly concerning internal fraud mitigation
within the banking sector. Existing literature often addresses these areas in isolation or
provides conceptual frameworks without empirical validation or practical implementation
guidance tailored to the unique challenges of financial institutions (West and Bhattacharya,
2016). While some studies explore the application of specific Al techniques to fraud detection,
they frequently lack the holistic perspective of how these tools can be seamlessly woven into
the broader forensic accounting investigative process to yield actionable insights for internal
fraud prevention and deterrence.

Furthermore, there is a relative scarcity of research that provides a practical, data-driven
approach to implementing an integrated framework that leverages machine learning for the
specific purpose of identifying, classifying, and clustering indicators of internal fraud within
real-world banking environments. The nuances of internal fraud—its varied typologies, the
behavioural aspects of perpetrators, and the subtle data footprints it leaves—demand a
specialised approach that goes beyond generic fraud detection models. This study seeks to
bridge this critical research gap by offering a detailed exploration of such an integrated

framework.

Therefore, the primary objectives of this research are:

« To investigate the feasibility and effectiveness of integrating forensic accounting
methodologies with advanced machine learning techniques for the detection and mitigation of
internal fraud in the banking industry.

« To develop a conceptual framework that illustrates how machine learning models can be
utilised to identify, classify, and cluster potential red flags and attributes of internal fraud
within financial transactional data.

« To demonstrate, through a simulated data environment representative of banking
operations, the practical application of such an integrated framework in enhancing the
precision and efficiency of internal fraud detection.

« To provide practical recommendations for financial institutions and forensic accounting
professionals on adopting and implementing advanced data analytics to strengthen their

internal fraud risk management strategies.
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Addressing these objectives can contribute significantly to both the academic discourse on
financial crime and the practical toolkit available to practitioners. It endeavours to offer a
clear pathway for financial institutions to harness the power of integrated forensic accounting
and advanced analytics, thereby fostering a more secure and resilient financial ecosystem
against the ever-present threat of internal fraud.

1.4 Structure of the Paper

The paper is organised to systematically present a framework for mitigating internal fraud in
a banking environment. After the introduction, Section 2 will delve into the existing academic
literature, establishing the theoretical foundations of the study by examining forensic
accounting, fraud types, and the use of data analytics. This sets the context for the subsequent
sections and highlights the current state of research.

Following this, the paper's methodology is detailed in Section 3, which outlines the specific
methods used, including the design of a simulated banking environment and the
characteristics of the transactional data. It will also specify the machine learning algorithms
and metrics for evaluating the framework's effectiveness. Section 4 will then present the
results, providing quantitative findings and visualisations to show the accuracy of fraud
detection and classification. Finally, Section 5 will conclude the paper by discussing the
implications of the findings, offering practical recommendations for professionals and

suggesting directions for future research.

2. Literature Review

This review explores literature on internal fraud, forensic accounting, and advanced data
analytics, particularly machine learning, in financial crime detection. It aims to establish a
theoretical foundation and identify research gaps.

2.1 Pervasive Challenge of Internal Fraud

Internal fraud, often conceptualised as occupational fraud or an insider threat, represents a
significant and persistent challenge for organisations globally. The financial sector, in
particular, finds itself exceptionally vulnerable to this form of malfeasance due to the
immense volume and high value of transactions it handles (Bussmann & Werle, 2006). This
type of misconduct is perpetrated by individuals from within an organisation who exploit
their positions of trust, privileged access to sensitive information, or their intimate knowledge
of internal systems for illicit personal gain (ACFE, 2024). Unlike external fraud, which
originates outside the organisational perimeter, internal fraud leverages inherent trust

relationships, making its detection inherently more complex and its potential impact more

Copyright@ Page 7



International Journal Research Publication Analysis

devastating (Shepherd & Button, 2019). The nuanced nature of this threat requires a multi-
layered defence that goes beyond simple perimeter security to address vulnerabilities within
the human and systemic elements of the organisation.

2.1.1 Defining and Categorising Internal Fraud

The Association of Certified Fraud Examiners (ACFE) provides a widely accepted and
authoritative framework for categorising occupational fraud, a classification that
encompasses internal fraud. According to the ACFE's "Fraud Tree" model, occupational fraud
is systematically divided into three primary categories: asset misappropriation, corruption,
and financial statement fraud (Machen & Richards, 2004).

Asset Misappropriation - This category represents the most common form of internal fraud,
involving the theft or misuse of an organisation’s assets. Examples are diverse and include
schemes such as skimming, which is the theft of cash before it is officially recorded, and
larceny, which involves the theft of cash after it has been recorded. Other forms include
fraudulent disbursements, which can manifest as billing, payroll, or expense reimbursement
schemes, and the simple misuse of company assets (Steve et al., 2018). Within the specific
context of banking, this could entail employees siphoning funds from dormant accounts,
creating fictitious loan accounts, or manipulating customer records for personal benefit, all of
which exploit their access to financial systems (Sanusi et al., 2015).

Corruption - This type of fraud involves employees misusing their authority or influence in
business transactions in a manner that violates their fiduciary duty to the employer. Common
corrupt practices include bribery, which involves offering or accepting anything of value to
influence an official act, and conflicts of interest, where an individual's personal or economic
interests are undisclosed within a transaction. Illegal gratuities and economic extortion are
also prevalent. In financial institutions, corruption can have far-reaching consequences,
undermining fair lending practices, procurement processes, and the integrity of client
relationships, which, in turn, can lead to significant regulatory penalties and severe
reputational damage (Machen & Richards, 2004).

Financial Statement Fraud - Often the least common but most financially destructive form
of occupational fraud, this category involves the intentional misrepresentation or deliberate
omission of financial information to deceive stakeholders and users of financial statements.
This can include fraudulent activities such as the fabrication of revenues, the concealment of
liabilities, improper asset valuations, and timing differences designed to manipulate financial

results (Gupta & Gill, 2012). While frequently associated with top-level management, it is
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crucial to recognise that lower-level employees can also be complicit in manipulating records
that contribute to this type of fraudulent financial reporting.

Beyond these broad categories, internal fraud can also be categorised by its operational
methods, such as cyber-enabled internal fraud, which leverages digital systems and
networks, or collusion-based fraud, where multiple insiders conspire to bypass controls
(Ahsun et al., 2025). The increasing digitalisation of banking operations means that internal
fraud schemes are becoming more sophisticated, frequently leaving complex digital
footprints that necessitate advanced analytical capabilities to uncover.

2.1.2 Impact and Red Flags of Internal Fraud

The consequences of internal fraud are far-reaching and extend well beyond the immediate
direct financial losses. Organisations suffer from diminished profitability, operational
inefficiencies, and severe reputational damage that can irrevocably erode customer and
investor confidence (Celestin & Vanitha, 2020). Furthermore, regulatory fines, legal costs,
and a decline in employee morale all compound the adverse effects. For financial institutions,
the systemic risk posed by internal fraud can even threaten financial stability and market
integrity at a broader level (Basel Committee on Banking Supervision, 2017).

Detecting internal fraud is a formidable task due to its concealed nature. However, numerous
studies have identified common behavioural and transactional red flags that can serve as
critical indicators of potential internal fraud. These include, but are not limited to, the
following:

Behavioural Red Flags - These indicators relate to an individual's personal conduct and
lifestyle. They can include employees living conspicuously beyond their means, experiencing
significant personal financial difficulties, exhibiting unusual behavioural changes (such as
increased irritability or defensiveness), refusing to take mandated vacations, or having
suspiciously close associations with vendors or customers (Gekoski et al., 2022; Wells, 2011).
Operational Red Flags - These are observable anomalies within an organisation’s operational
data. Examples include unexplained inventory shortages, unusual or excessive voids and
refunds, duplicate payments to a single vendor, non-standard journal entries, suspicious
activity in dormant accounts, and consistent errors or discrepancies in financial records
(Wells, 2011).

Documentation Red Flags - These relate to inconsistencies or irregularities in an
organisation's paperwork. They can include missing or altered documents, the use of
photocopies instead of original files, and a conspicuous lack of proper authorisation for

transactions (Wells, 2011).
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While these red flags are crucial, their identification often requires a combination of human
vigilance and sophisticated analytical tools. The sheer volume and velocity of data in modern
financial institutions make manual detection of these subtle indicators exceedingly difficult
(IBM, 2025; Fang & Zhang, 2016). This underscores the critical need for automated and
intelligent solutions that can process vast datasets to flag these red flags for human review.
2.1.3 Challenges in Internal Fraud Detection

The contemporary financial landscape presents a multitude of complex challenges in the
realm of fraud detection, driven largely by technological advancements and evolving
fraudulent behaviours. A primary obstacle is the sheer data volume and velocity with which
financial institutions operate.

The continuous, real-time generation of vast quantities of transactional records, customer
interactions, and system logs has created a data deluge that overwhelms traditional manual
review processes (SAS, 2014). This makes it practically impossible for human analysts to
effectively sift through the information to identify suspicious anomalies. Consequently, the
imperative to adopt automated, scalable, and near-instantaneous analytical solutions has
become critical to maintaining operational efficiency and mitigating financial risk.

Adding to this complexity is the increasing sophistication of schemes perpetrated by
malicious actors. Fraudsters have moved beyond simple, discernible methods, now
leveraging advanced technological means to execute and meticulously conceal their illicit
activities (Oladele, 2024). These intricate schemes often mimic legitimate transactions or
exploit subtle system vulnerabilities, rendering static, rule-based detection systems largely
ineffective. As these conventional systems are designed to identify known patterns, they are
inherently limited in their capacity to recognise novel or highly disguised fraudulent
behaviours that do not fit predefined criteria. This necessitates a move towards more dynamic
and intelligent mechanisms capable of deciphering these complex, multi-layered fraud
signatures.

Furthermore, the adaptive nature of fraud itself presents a constant challenge. Fraud is not a
static threat; it is an ever-evolving phenomenon where perpetrators continuously modify their
tactics to circumvent established security measures. Any fixed set of rules or models will
therefore inevitably become outdated as fraudsters learn to bypass them. This demands that
effective fraud detection systems possess an inherent capacity for continuous learning and
adaptation, enabling them to identify and respond to previously unseen behaviours. The

successful integration of advanced analytical techniques, such as machine learning and
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artificial intelligence, is thus crucial for maintaining a system's efficacy against a constantly
changing threat landscape.

The issue of lack of comprehensive data integration also significantly impedes holistic fraud
detection. Within many financial institutions, critical data is fragmented and siloed across
disparate systems—such as HR, transactional, and security log databases—preventing a
unified, 360-degree view of operational and customer behaviour (Kurum, 2023). This
fragmentation means that fraudulent patterns spanning multiple data sources can easily go
undetected, as no single system holds the complete picture. Overcoming this requires robust
data integration strategies that can aggregate and correlate information from these varied
sources to create a more complete and accurate assessment of potential fraud risks.

Finally, the human element and collusion introduce a particularly challenging dimension to
fraud detection. Internal fraud is perpetrated by trusted insiders who possess intimate
knowledge of an organisation's systems and vulnerabilities, allowing them to bypass even
robust security measures. This exploitation of trust, especially in cases where employees
collude, can easily defeat singlepoint controls (Raz, Fragale, & Levontin, 2023). Detecting
such collusion requires a move beyond mere transaction monitoring to sophisticated
behavioural analytics that can identify unusual patterns in employee activities, deviations
from typical roles, and suspicious interactions, thereby encompassing the full scope of human
risk within the organisational framework.

These challenges highlight the limitations of traditional, reactive fraud detection methods and
emphasise the urgent need for innovative approaches that can leverage technology to enhance
the capabilities of forensic accounting professionals. The subsequent sections will explore
how forensic accounting has evolved to meet these challenges and the pivotal role that
advanced data analytics can play in this ongoing battle.

2.2 Evolving Landscape of Forensic Accounting

Forensic accounting has evolved significantly from its nascent stages to become a critical
discipline in the fight against financial crime. It stands at the intersection of accounting,
auditing, and investigative skills, applying specialised knowledge to legal matters (Kranacher
& Riley, 2019). Historically, forensic accounting was primarily reactive, focusing on post-
event investigations to uncover fraud, quantify damages, and provide expert testimony in
litigation. However, with the increasing complexity of financial transactions and the
pervasive nature of digital data, its role has expanded to encompass proactive measures for
fraud prevention and detection. This evolution reflects a necessary adaptation to a more

technologically advanced and dynamic financial environment.
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2.2.1 Forensic Accounting

While various definitions exist, a common understanding of forensic accounting emphasises
its investigative nature. It involves the application of accounting principles, theories, and
disciplines to facts or hypotheses at issue in a legal dispute and encompasses both litigation
support and investigative accounting (Adejumo & Ogburie, 2025). Investigative accounting,
in particular, focuses on identifying and interpreting financial evidence of fraud, often
involving the meticulous reconstruction of financial records, tracing illicit funds, and
analysing complex financial schemes. The core competencies required of a forensic
accountant typically include a unique combination of technical and soft skills, ensuring they
are well-equipped to handle the intricate nature of financial crime (CPA Credits, 2025). These
skills include:

Accounting and Auditing Expertise - A deep understanding of generally accepted accounting
principles (GAAP), auditing standards, and internal control systems is foundational. This
knowledge allows forensic accountants to identify deviations from standard practice that may
indicate fraudulent activity.

Investigative Skills - Proficiency in evidence collection, a keen eye for detail, and critical
thinking are essential for following financial trails and uncovering concealed information.
This also includes the ability to conduct effective interviews and gather information discreetly.
Legal Knowledge - A strong familiarity with legal procedures, evidence rules, and relevant
statutes pertaining to financial crimes is crucial for ensuring that evidence gathered is
admissible in court and that the investigative process adheres to all legal requirements.
Communication Skills - The ability to present complex financial information clearly and
concisely to non-financial audiences, including legal professionals, jurors, and management,
is a key competency. Forensic accountants must be able to translate their technical findings
into a compelling and easy-to-understand narrative.

2.2.2 Scope of Forensic Accounting in Fraud Detection

Traditionally, forensic accountants were called in only after a fraud was suspected or
discovered. Their work involved a meticulous and often manual examination of paper
financial records to piece together the fraudulent activity. However, the digital revolution has
fundamentally reshaped this role. The sheer volume of electronic data generated by modern
businesses necessitates a significant shift towards technologically-driven investigative
approaches (Odeyemi et al., 2024).

Today, forensic accounting in fraud detection is increasingly proactive and technology-driven.

Its expanded scope includes:
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Proactive Fraud Risk Assessment - This involves moving beyond reactive investigations to
identify vulnerabilities in an organisation's internal controls and systems before they can be
exploited for fraud.

Fraud Prevention Consulting - Forensic accountants now regularly advise organisations on
implementing robust internal controls, developing comprehensive ethics programmes, and
providing fraud awareness training to employees.

Data Mining and Analytics for Anomaly Detection - The use of sophisticated software tools to
analyse large, complex datasets for unusual patterns, outliers, and deviations from expected
behaviour has become a standard practice. These tools can flag suspicious activities that
would be imperceptible to human analysis alone (Adejumo & Ogburie, 2025).

Digital Forensics - This is a crucial, modern component of forensic accounting that involves
recovering and analysing electronic data from various sources such as computers, mobile
devices, and networks to uncover digital evidence of fraud. This often requires specialised
tools and techniques to ensure that the data remains intact and is legally admissible in court
(Daraojimba et al., 2023).

Continuous Monitoring - Instead of relying on periodic, manual reviews, forensic accountants
are now implementing systems that continuously analyse transactional data in real-time or
near realtime. This allows for the detection of suspicious activities as they occur, providing a
more immediate and effective defence against fraud.

This evolution highlights a critical need for forensic accountants to not only possess
traditional accounting and investigative skills but also to be proficient in data analytics and
digital forensics. The ability to navigate and interpret vast digital landscapes is no longer an
optional skill but a fundamental requirement for effective fraud detection in the modern era.
2.2.3 Challenges and Opportunities for Forensic Accounting

Despite its growing importance, forensic accounting faces several challenges in its
application to fraud detection:

Technological Gap - There is often a significant technological gap, particularly in developing
economies, where many forensic accountants may lack the necessary skills or access to
advanced data analytical tools. This hinders their effectiveness in navigating and
investigating complex digital environments (Oyebisi et al., 2018).

Dynamic Fraud Schemes - Fraudsters continuously innovate, developing new methods to
bypass controls and conceal their activities. This requires forensic accountants to constantly

update their knowledge and tools to keep pace with these ever-evolving schemes.
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Data Complexity - The sheer variety and unstructured nature of data, including emails, social
media, and sensor data, pose significant challenges for traditional analytical methods,
requiring more sophisticated approaches to analysis.

Regulatory and Legal Frameworks - Keeping abreast of evolving legal and regulatory
requirements related to financial crime and digital evidence is a continuous challenge that
requires ongoing professional development.

However, these challenges also present significant opportunities. The increasing demand for
fraud detection and prevention services, coupled with rapid advancements in data science,
positions forensic accounting for a transformative period. The integration of advanced
analytical techniques, particularly machine learning, offers a pathway to overcome many of
these challenges, enabling forensic accountants to operate with greater efficiency, accuracy,
and foresight. The next section will delve deeper into the specific applications of advanced
data analytics and Al in fraud detection, setting the stage for understanding their synergistic
potential with forensic accounting.

2.3 ADA and Al in Fraud Detection

The exponential growth of data, coupled with remarkable advancements in computational
processing power, has ushered in a new era for fraud detection: the age of advanced data
analytics and artificial intelligence (AI). These technologies are rapidly transforming the
capabilities of organisations to identify, predict, and ultimately prevent fraudulent activities,
thereby moving well beyond the inherent limitations of traditional rule-based systems (Bello
et al.,, 2023). The financial sector, with its vast, complex, and high-velocity datasets, is
particularly well-suited to leverage these innovations to bolster its defences against financial
crime.

2.3.1 The Evolution from Traditional to Advanced Analytics

Historically, fraud detection relied on a combination of manual reviews, statistical sampling,
and predefined rules. While these methods served their purpose in simpler financial
environments, they were fundamentally reactive and struggled to cope with the sheer volume
and speed of modern data. Traditional analytical approaches often involved several key
limitations (Bolton & Hand, 2002):

Rule-Based Systems - These systems operate on a rigid set of predefined rules derived from
previously identified fraud patterns. While they are effective for detecting known and
established fraud typologies, they are easily bypassed by new, evolving schemes and often
generate a high rate of false positives, which places a significant burden on human

investigators.
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Statistical Methods - Techniques such as regression analysis or descriptive statistics were
used to identify deviations from established norms. However, their predictive power was
limited, particularly when dealing with non-linear relationships or complex, multi-
dimensional data.

Sampling - Due to the overwhelming volume of data, auditors and analysts often resorted to
sampling. This approach, while necessary, inherently carries a significant risk of missing
fraudulent transactions that fall outside the selected sample, thereby compromising the
integrity of the fraud detection process.

Advanced data analytics, particularly machine learning (ML), represents a significant leap
forward in this domain. Unlike traditional programming, ML algorithms can learn directly
from data without being explicitly programmed with rules, enabling them to identify subtle,
complex, and evolving patterns indicative of fraud (Harris, 2024). This fundamental shift in
methodology allows for a more proactive, predictive, and adaptive approach to fraud
detection, providing a resilient defence against new and emerging threats.

2.3.2 Techniques in Fraud Detection using Machine Learning

Machine learning algorithms can be broadly categorised into supervised, unsupervised, and
semisupervised learning, each offering unique advantages for the specific challenges of fraud
detection:

(a) Supervised Learning: These algorithms are trained on labeled datasets, where both
fraudulent and non-fraudulent transactions are clearly identified. The objective is to learn

a mapping from input features to an output label (fraud/non-fraud). Common supervised
learning algorithms used in fraud detection include (Phua et al., 2010):

Logistic Regression - A statistical model employed for binary classification, which predicts
the probability of a transaction being fraudulent.

Decision Trees - Tree-like models that make decisions based on a series of rules derived from
the data, which are generally easy to interpret and understand.

Random Forests - An ensemble method that aggregates the predictions of multiple decision
trees to improve overall accuracy and reduce the risk of overfitting.

Support Vector Machines (SVMs) - These are powerful algorithms for classification that find
the optimal hyperplane to separate different classes in a high-dimensional space.

Neural Networks (Deep Learning) - Inspired by the human brain, these models consist of
interconnected layers that can learn highly complex patterns and representations from data.
They are particularly effective when dealing with large and unstructured datasets (IBM,

2025).

Copyright@ Page 15



International Journal Research Publication Analysis

(b) Unsupervised Learning: These algorithms work with unlabeled data, aiming to
discover hidden patterns or inherent structures within the data. This approach is particularly
useful for anomaly detection, where fraudulent activities are rare and do not conform to
typical patterns. Key unsupervised techniques include (Van Vlasselaer et al., 2015):
Clustering Algorithms (e.g., K-Means, DBSCAN) - These algorithms group similar data
points together. Anomalies often appear as outliers or form very small, distinct clusters that
stand apart from the main data groups.

Principal Component Analysis (PCA) - A dimensionality reduction technique that can be used
to identify deviations from normal data distributions, thereby highlighting potential
anomalies.

Autoencoders - Neural networks designed for learning efficient data encodings in an
unsupervised manner. They are highly effective at identifying anomalies by reconstructing
normal data with a low error rate, while fraudulent data, being anomalous, results in a high
reconstruction error.

(¢) Semi-Supervised Learning: This approach combines a small amount of labelled data
with a large amount of unlabeled data during training. It is particularly relevant in fraud
detection where obtaining a sufficiently large and balanced dataset of labelled fraud cases is
often a significant challenge (Kumar et al., 2022).

2.3.3 Benefits in the Financial Sector

The application of advanced analytics and Al in the financial sector offers numerous
transformative benefits for fraud detection:

Real-time Detection - ML models have the capacity to process transactions in real-time,
enabling the immediate flagging of suspicious activities and preventing financial losses
before they occur (BizTech Magazine, 2023).

Reduced False Positives - By learning from vast amounts of data, ML models can distinguish
between legitimate and fraudulent activities with greater accuracy, significantly reducing the
number of false alerts that can exhaust and burden human investigators.

Adaptability to New Fraud Schemes - Unlike static rule-based systems, ML models can
continuously learn and adapt to new fraud patterns as they emerge, making them far more
resilient to evolving threats (SAS, 2014).

Enhanced Predictive Capabilities - Beyond mere detection, ML can analyse patterns to
predict the likelihood of future fraudulent activities, allowing institutions to implement

proactive preventative measures.
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Improved Efficiency and Cost Savings - The automation of detection processes reduces the
need for manual effort, leading to significant operational efficiencies and associated cost
reductions (SAS, 2014).

Identification of Hidden Patterns - ML algorithms can uncover subtle correlations and
complex relationships within data that human analysts might miss, leading to the discovery of
previously unknown fraud schemes.

Despite these significant advantages, the implementation of Al and ML in fraud detection is
not without its challenges. These include the critical need for high-quality, representative data,
the interpretability of complex models (often referred to as the "black box" problem),
ensuring regulatory compliance, and navigating the ethical implications of algorithmic
decision-making (Jin & Zhang, 2025). Nevertheless, the transformative potential of these
technologies in bolstering financial institutions' defences against fraud is undeniable, paving
the way for a more secure and resilient financial ecosystem.

2.4 Integrating FA and ADA

The preceding sections have established the critical need for robust internal fraud mitigation
strategies, the evolving capabilities of forensic accounting, and the transformative potential of
advanced data analytics. This section explores the crucial synergy between these two
powerful disciplines, arguing that their effective integration is not merely an enhancement but
an absolute necessity for combating the sophisticated and dynamic nature of modern financial
fraud, particularly within the banking sector. The convergence of these fields creates a
formidable and multi-layered defence that surpasses the capabilities of either discipline in
isolation.

2.4.1 Conceptualising the Integration

The integration of forensic accounting and advanced analytics involves a symbiotic
relationship where each discipline fundamentally augments the other. Forensic accounting
provides the essential domain expertise, investigative methodology, and a deep understanding
of fraud typologies, while advanced analytics offers the computational power, sophisticated
pattern recognition capabilities, and predictive insights necessary to process vast and complex
datasets (Ellili et al., 2024). This strategic integration can be conceptualised and applied
across several key stages of the fraud management lifecycle:

Proactive Risk Assessment - Advanced analytics serves as an initial filtering mechanism,
capable of identifying high-risk areas, unusual transactions, or behavioural patterns that
forensic accountants can then investigate more deeply. For instance, machine learning models

can pinpoint unusual employee activity that deviates significantly from established norms,
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thereby directing forensic professionals to potential vulnerabilities and threats before a
fraudulent act can even occur. This shifts the focus from reactive damage control to proactive
risk mitigation.

Enhanced Detection - Real-time monitoring systems powered by machine learning can flag
suspicious transactions or activities as they happen, allowing forensic accountants to
intervene swiftly. This represents a significant move beyond traditional reactive
investigations to a more continuous, dynamic, and immediate detection process (BizTech
Magazine, 2023). By providing instant alerts on anomalies, the technology allows human
expertise to be deployed precisely where it is most needed.

Efficient Investigation - Once a potential fraud is identified, advanced analytics can
significantly streamline the investigative process. Sophisticated tools can rapidly sift through
massive amounts of data, identify relevant evidence, and visualise complex financial flows
and networks of activity. This empowers forensic accountants to focus their cognitive efforts
on critical analysis and evidence interpretation rather than on the time-consuming and manual
process of data sifting (IBM, 2025).

Improved Prevention and Deterrence - The insights gained from analytical models about
fraud patterns and organisational vulnerabilities are invaluable. This intelligence can inform
the design of more effective internal controls and preventative measures, creating a more
resilient system from the outset. Predictive models can also help organisations anticipate
future fraud trends, allowing them to build stronger defences in advance of new threats (SAS,
2014).

This integrated approach transforms forensic accounting from a primarily reactive, post-event
discipline into a proactive, intelligence-driven function. It allows for a more comprehensive
and nuanced understanding of fraud, enabling organisations to move beyond simple, rule-
based detection to uncover complex, evolving schemes with greater precision.

2.4.2 Research Landscape for Integration

The academic literature has increasingly recognised the importance of this strategic
integration. Studies have explored various facets, including the application of data mining
techniques in forensic investigations (Thomas, 2024), the pivotal role of artificial intelligence
in enhancing audit quality and fraud detection (Shazly et al., 2025), and the necessity for
forensic accountants to acquire a new skill set in data analytics (Adejumo & Ogburie, 2025).
Furthermore, some research highlights the potential of specific machine learning algorithms,
such as neural networks and support vector machines, in improving fraud detection accuracy

(Jin & Zhang, 2025).
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However, much of the existing research tends to focus on either the technological aspects of
fraud detection (e.g., developing new algorithms) or the theoretical role of forensic
accounting, often without providing a robust, empirically-driven framework that
demonstrates the practical implementation and tangible benefits of their synergistic
integration within a specific industry context. There is a recognised need for more studies that
successfully bridge the gap between theoretical potential and practical application, especially
in high-stakes environments like the banking sector, where the stakes are particularly high
(Ashe & Panda, 2024).

2.4.3 Research Gap

Despite the growing body of literature on both forensic accounting and advanced data
analytics in fraud detection, a significant research gap persists concerning their
comprehensive and practical integration, particularly for internal fraud mitigation within the
banking sector. The existing studies, while valuable, often present limitations that this
research aims to directly address:

Lack of Holistic Frameworks - Many studies propose conceptual models for integration but
rarely provide detailed, empirically validated frameworks that illustrate how specific machine
learning techniques can be seamlessly embedded into the forensic accounting workflow for
internal fraud (Bello et al., 2023). The focus is often on individual components rather than a
cohesive, end-toend solution.

Limited Focus on Internal Fraud Nuances: While general fraud detection models are
abundant, research specifically addressing the unique characteristics and subtle data
footprints of internal fraud—especially within the complex operational environment of
banking—is less prevalent. Internal fraud often involves subtle behavioural cues and the
deliberate circumvention of controls that require highly specialised analytical approaches
(Shepherd & Button, 2019).

Absence of Practical Implementation Guidance - There is a scarcity of studies that offer
practical, step-by-step guidance on how financial institutions can implement an integrated
forensic accounting and advanced analytics framework. This includes essential details on data
preparation, model selection, deployment, and continuous monitoring in a real-world context
or a highly representative simulated environment.

Under-exploration of Specific ML Applications for Behavioural Patterns - While machine
learning 1s used for general anomaly detection, its specific application to identifying and
clustering behavioural red flags or subtle patterns indicative of internal fraud, as opposed to

purely transactional anomalies, remains an area requiring deeper investigation (Harris, 2024).
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Need for Updated Empirical Evidence - The landscape of fraud and technology evolves
rapidly. There is a continuous need for current empirical evidence demonstrating the
effectiveness of integrated approaches using contemporary data and advanced machine
learning techniques, especially given the recent surge in digital banking and its associated
fraud risks.

This study directly addresses these gaps by proposing and demonstrating an integrated
framework that leverages advanced machine learning techniques (specifically classification
and clustering) within a forensic accounting context to enhance internal fraud mitigation in
the banking industry. By focusing on practical application within a simulated environment,
this research aims to provide actionable insights and a robust foundation for future real-world
implementations, thereby contributing significantly to both academic theory and industry
practice.

This review explores the role of forensic accounting and advanced data analytics in
combating internal fraud in the banking sector. Traditional methods are insufficient to handle
the volume and variety of data generated by modern financial institutions. Forensic
accounting can leverage advanced analytics to overcome these limitations. However, there is
a research gap in integrating forensic accounting methodologies with machine learning
techniques for internal fraud mitigation.

This study aims to bridge this gap by providing a practical framework.

3.0 METHODOLOGY

This section meticulously outlines the research design, data generation and characteristics,
the selection and implementation of machine learning models, and the evaluation metrics
employed in this study. The overarching goal is to present a robust and reproducible
framework for integrating forensic accounting with advanced data analytics to enhance
internal fraud detection and mitigation within the banking sector. To achieve this, a
comprehensive simulation-based approach was adopted, allowing for controlled
experimentation and the generation of a rich dataset that mirrors the complexities and
characteristics of real-world financial transactions.

3.1 Research Approach

This study employs a quantitative, explanatory research design to demonstrate the efficacy
and feasibility of an integrated forensic accounting and machine learning framework in
identifying and classifying internal fraud. The explanatory nature of the research seeks to

elucidate the causal relationships between the application of advanced analytical techniques
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and the resulting improvements in fraud detection accuracy and efficiency. This design allows
for a systematic and data-driven investigation into how specific technological interventions
can address a complex problem.

The core of our approach involves simulating a banking transactional environment to
generate a dataset that exhibits characteristics typical of financial operations, including both
legitimate and fraudulent activities. This simulation-based methodology offers several
distinct advantages over using real-world data:

«  Control over Variables - It provides precise control over the nature, frequency, and
characteristics of fraudulent transactions, which is often impossible with real-world data due
to privacy constraints, data scarcity, and ethical considerations (Lopez-Rojas & Barneaud,
2019). This level of control ensures that the models are tested against a known ground truth,
allowing for an unambiguous assessment of their performance.

«  Reproducibility - Using simulated data ensures that the research findings are fully
reproducible, a cornerstone of academic rigour. Other researchers can replicate the data
generation process and model application to verify the results, thereby contributing to the
cumulative knowledge base.

«  Ethical Considerations - It effectively circumvents the ethical and privacy challenges
associated with using sensitive customer or employee data from actual financial institutions,
upholding the principles of responsible research.

«  Scalability and Flexibility - The simulated environment can be scaled to represent
varying levels of data volume and complexity, allowing for the testing of the framework's
robustness under different operational conditions, from a small-scale institution to a major

multinational bank.

Our research paradigm is rooted in a data-driven approach, where machine learning
algorithms are central to identifying patterns and anomalies indicative of fraud. This contrasts
sharply with traditional rule-based systems, which, while valuable for known fraud types,
often struggle with the dynamic and evolving nature of sophisticated fraudulent schemes
(Olushola & Mart, 2024). Machine learning models, by learning from historical data, possess
the inherent ability to adapt to new patterns and uncover hidden correlations that might elude
static rules, thereby offering a more versatile and predictive capability in the continuous
battle against financial malfeasance.

This methodology is structured to systematically address the research objectives, moving

from data generation and preprocessing to model development, training, evaluation, and
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ultimately, the interpretation of results within a forensic accounting context. The subsequent
subsections will detail each component of this research design, providing a transparent and
comprehensive account of the study's operationalisation.

3.2 Simulation Tools and Data Generation

Given the sensitive and proprietary nature of real-world banking data, particularly concerning
internal fraud, this study employs a robust simulation-based approach for data generation.
This strategy allows for the creation of a controlled, yet highly realistic, dataset that
accurately reflects the characteristics and complexities of financial transactions and the subtle
indicators of internal fraud within a banking environment. The simulated dataset ensures
reproducibility, facilitates ethical research practices, and provides a known ground truth for
model training and validation (Faker, 2024).

To achieve this, a combination of open-source and custom-developed tools was utilised:

a) Python (with Pandas and NumPy) - The core programming language for developing
the custom data generation scripts. Pandas was extensively used for data manipulation and
structuring, while NumPy facilitated numerical operations and the introduction of statistical
distributions to mimic real-world data variability (McKinney, 2012).

b) Faker Library (Python) - This library was instrumental in generating realistic, yet
synthetic, personal and transactional attributes such as names, addresses, transaction IDs, and
timestamps. Faker allows for the creation of diverse and plausible data points without
compromising privacy (Faker, 2024).

¢) Custom-Built Simulation Engine - A bespoke Python-based simulation engine was
developed to orchestrate the generation of transactional data across 30 distinct simulated
banking entities. This engine was designed to:

o Mimic Transactional Flows - Simulate various transaction types (e.g., transfers,
withdrawals, deposits, payments) with realistic frequencies and amounts.

o Introduce Behavioural Patterns - Incorporate patterns of normal and anomalous
employee behaviour, including varying levels of activity, typical transaction ranges, and time-
of-day preferences.

o Inject Fraud Scenarios -Systematically inject predefined internal fraud typologies (e.g.,
asset misappropriation, fictitious expenses, unauthorised transfers) into the transactional
streams. Each fraud scenario was designed with specific 'red flags' or indicators that deviate

from normal patterns, allowing for the creation of a labeled dataset.
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o Ensure Data Imbalance - Maintain a realistic imbalance between legitimate and
fraudulent transactions, reflecting the rare occurrence of fraud in real-world settings
(typically less than 1% of total transactions) (ACFE, 2024).

3.2.1 Simulated Data Characteristics

The synthetic dataset generated for this study comprises transactional records from 30 distinct
simulated banks, accumulating to approximately 1.5 million transactions over a period of 18
months. Each transaction record includes a comprehensive set of features, carefully designed
to capture both direct transactional information and derived behavioural indicators relevant to

internal fraud detection. Table 1 provides a detailed overview of the key features included in

the simulated dataset.

Table 3.1: Characteristics of Simulated Banking Transactional Data.

Feature Name Data Type [Description Example
\Values
transaction_id String Unique identifier for each [TXN 0000001
transaction.
timestamp Datetime  |Date and time of the transaction. [2024-03-15
14:30:00
Feature Name Data Type [Description Example
\Values
sender account id String Pseudonymized ID of the sending |ACC_A12345
account.
receiver_account id String Pseudonymized ID of the |JACC B67890
receiving account.
transaction_type Categorical (Type of transaction Transfer
(e.g., "Transfer',
'Withdrawal',
'Deposit’,
'Payment').
amount Float Monetary value of the transaction. [150.75, 5000.00
currency String Currency of the transaction. USD, EUR
employee id String Pseudonymized ID of the EMP_ X987
employee involved in the
transaction (if applicable).
location_ip String Simulated IP address of the [192.168.1.10
transaction origin.
device type Categorical [Type of device used for the Mobile
transaction (e.g.,
'Mobile', 'Web', 'ATM").
Feature Name Data Type [Description Example
Values
balance before Float Account balance before the [10500.20
transaction.
balance after Float Account  balance after the [10349.45
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transaction.
daily transaction cou [Integer INumber of S, 20
nt_emp transactions by this employee in
the last 24 hours.
avg transaction amoun [Float Average transaction amount for [350.20
t emp this employee over a rolling
window.
time since last trans Float Time in seconds since the 3600.0, 120.5
action emp employee's last transaction.
transaction_hour Integer Hour of the day the transaction |10, 23
occurred (0-23).
transaction day of we |Integer Day of the week the transaction |1, 5
ek occurred (0-6).
is_fraud Binary Binary label: 1 if fraudulent, 0 if |0, 1
legitimate.

The dataset was designed to reflect a fraud prevalence rate of approximately 0.3% to 0.5%,
consistent with industry benchmarks for internal fraud (PwC, 2022). This deliberate
imbalance presents a realistic challenge for machine learning models, necessitating the use of
specialised evaluation metrics and techniques to handle class imbalance, as detailed in
Section 3.4.

3.2.2 Data Preprocessing

Prior to feeding the simulated data into machine learning models, a comprehensive
preprocessing pipeline was applied to ensure data quality, consistency, and suitability for
algorithmic analysis. This involved several critical steps:

a) Handling Missing Values - Although simulated data typically has fewer missing values
than real-world data, any instances of missingness were addressed through imputation (e.g.,
mean, median, mode for numerical features; most frequent for categorical) or the removal of
records, depending on the extent and nature of the missingness.

b) Feature Engineering - New, more informative features were derived from the raw data
to enhance the predictive power of the models. Examples include:

o Ratio-based features: e.g., amount to account balance ratio,

amount to_employee avg_ratio.

o Temporal features: e.g., time since account creation,

frequency of transactions per hour,

oAggregated features: e.g., total amount_spent last 7 days by employee,
number of unique receivers by employee.

¢) Categorical Feature Encoding - All categorical variables (e.g., transaction type,

device type, currency) were converted into numerical representations. One-hot encoding was
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primarily used for nominal categories, while label encoding was applied where an ordinal
relationship existed, ensuring compatibility with machine learning algorithms (Géron, 2022).
d) Feature Scaling - Numerical features were scaled to a uniform range or distribution to
prevent features with larger magnitudes from disproportionately influencing the learning
process. Standardisation (Z-score normalisation) was applied to ensure features have a mean
of 0 and a standard deviation of 1, which is beneficial for distance-based algorithms and
neural networks (Hastie, 2009).

e) Outlier Detection and Treatment - While some outliers are indicative of fraud, extreme
outliers that could skew model training were identified and carefully treated. This involved
distinguishing between legitimate anomalies (potential fraud) and data entry errors or
extreme but non-fraudulent events, often using statistical methods like the Interquartile Range

(IQR) or Isolation Forest (Liu et al., 2008).

3.2.3 Dataset Split

The preprocessed dataset was then partitioned into training, validation, and test sets to ensure
robust model development and unbiased evaluation. A stratified sampling approach was
employed during the split to maintain the original class distribution (fraud vs. legitimate)
across all subsets, which is crucial for imbalanced datasets. The split ratios were as follows:

« Training Set - 70% of the data, used for training the machine learning models.

« Validation Set - 15% of the data, used for hyperparameter tuning and early stopping
during model training to prevent overfitting.

+ Test Set - 15% of the data, reserved for the final, unbiased evaluation of the model’s
performance on unseen data.

This rigorous data preparation and splitting strategy ensures that the subsequent machine
learning model development and evaluation are conducted on a foundation of high-quality,
representative data, enhancing the reliability and generalisability of the study’s findings.

3.3. Evaluation Metrics

When conducting an academic study on fraud detection, especially with imbalanced datasets
where instances of fraud are significantly rarer than legitimate transactions, standard
performance metrics such as accuracy can be profoundly misleading. For example, in a
scenario where only 0.5% of transactions are fraudulent, a model that simply classifies every
transaction as legitimate would achieve a deceptive accuracy of 99.5% while being entirely

incapable of identifying any actual fraud. This failure underscores the necessity of employing
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more sophisticated evaluation metrics that provide a nuanced and realistic assessment of a

model's ability to identify the rare, positive class (fraudulent transactions).

3.3.1. The Confusion Matrix (The Foundational Framework)
The foundation for these advanced metrics is the Confusion Matrix, a table that
systematically summarises the performance of a classification model by comparing its

predictions against the actual outcomes.

Table 3.2: Confusion matrix.

Predicted: Fraud |Predicted: Not Fraud
Actual: Fraud True Positive (TP) [False Negative (FN)
Actual: Not Fraud [False Positive (FP) [True Negative (TN)

True Positive (TP): The model correctly identified a fraudulent transaction. This represents
the successful detection of the target class.

False Negative (FN): The model incorrectly classified a fraudulent transaction as legitimate.
This is the most critical error in a fraud detection context, as it signifies undetected fraud.
False Positive (FP): The model incorrectly flagged a legitimate transaction as fraudulent.
While not as critical as an FN, this represents an operational cost, as it necessitates a manual
investigation of a non-fraudulent activity.

True Negative (TN): The model correctly identified a legitimate transaction.

3.3.2. Precision and Recall (Assessing Model Efficacy)

Precision and Recall are two of the most vital metrics for evaluating models on imbalanced
classification tasks. They provide distinct yet complementary insights into the model's
performance.

Precision: Precision answers the question: "Of all the transactions the model flagged as
fraudulent, what proportion were actually fraudulent?" It is calculated using the formula:
Precision = TP/ (TP + FP)

A high precision score indicates that when the model makes a positive prediction, it is highly
likely to be correct. This is crucial for operational efficiency, as it minimises the number of
false alarms and reduces the workload for forensic accountants who would otherwise waste
time investigating legitimate transactions.

Recall (also known as Sensitivity or True Positive Rate): Recall answers the question: "Of
all the actual fraudulent transactions in the dataset, what proportion did the model

successfully identify?" It is calculated using the formula: Recall = TP/ (TP + FN)
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A high recall score signifies that the model is highly effective at capturing the majority of
fraudulent cases, thereby mitigating significant financial and reputational losses. A low recall
score is a major risk, as it means numerous fraudulent activities are being missed by the
system.

A fundamental trade-off exists between precision and recall. Enhancing one metric often
comes at the expense of the other. For instance, to increase recall (catch more fraud), a lower
prediction threshold may be set, which will inevitably lead to an increase in false positives
and a corresponding decrease in precision. The Precision-Recall Curve is a valuable tool for
visualising this trade-off across different thresholds, aiding in the selection of an optimal
model that balances these two critical performance aspects.

3.3.3. The AUC-ROC Curve (A Holistic Performance Indicator)

The Area Under the Receiver Operating Characteristic (AUC-ROC) Curve provides a single,
aggregated measure of a model’s discriminatory power across all possible classification
thresholds. The ROC Curve itself is a graph that plots the 7rue Positive Rate (Recall) on the
y-axis against the False Positive Rate on the x-axis. The False Positive Rate (FPR) is
calculated as: FPR = FP / (FP + TN). The FPR indicates the proportion of legitimate
transactions that are incorrectly flagged as fraudulent.

The interpretation of the AUC-ROC curve is as follows:

« A model with no predictive power (random guessing) will have a diagonal line from the
bottom-left to the top-right, with an AUC value of 0.5.

« A perfect model will have a curve that goes straight up the y-axis and then straight across
the x-axis, with a perfect AUC of 1.0.

« The higher the AUC, the better the model is at distinguishing between fraudulent and
legitimate transactions. For example, an AUC of 0.85 indicates an 85% probability that the
model will rank a randomly selected fraudulent transaction higher than a randomly selected
legitimate one.

The AUC-ROC curve is particularly useful as a single metric for comparing the overall
performance of different models, as it is insensitive to the specific classification threshold and

the class imbalance itself.

3.4 Handling Imbalanced Datasets for Each Model
To mitigate the inherent bias towards the majority class in imbalanced datasets, specific

techniques must be applied during the training of each machine learning model.
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a) Logistic Regression - We will use Class Weights by setting the
class_weight='balanced' parameter. This technique adjusts the algorithm's loss function to
penalise misclassifications of the minority (fraud) class more heavily than misclassifications
of the majority (legitimate) class.

b) Random Forest - A specialised Balanced Random Forest Classifier will be employed.
This approach builds each decision tree on a balanced sample by randomly under-sampling
the majority class. By ensuring an equal representation of legitimate and fraudulent
transactions for each tree, the overall model becomes less biased and more effective at
learning the subtle patterns of the minority class.

¢) XGBoost - We will leverage the scale_pos_weight hyperparameter, which is specifically
designed to handle class imbalance. This parameter is set to the ratio of the number of
negative class instances to the number of positive class instances. For instance, if there are

99 legitimate transactions for every 1 fraudulent one, scale_pos_weight would be set to 99,
thereby increasing the importance of the minority class in the model’s loss function.

d) Neural Networks - A combination of Class Weights and Oversampling will be used.
Class weights will be provided to the model's .fit() method to penalise errors on the minority
class. Additionally, oversampling techniques like SMOTE (Synthetic Minority Oversampling
Technique) will be applied to the training data to create new, synthetic examples of the
minority class. This provides the neural network with a more balanced dataset to learn from,
improving its generalisation without simply duplicating existing data.

By implementing these tailored strategies for each model, we ensure a fair and robust
evaluation process, giving each algorithm the best possible chance to learn from the

imbalanced data and accurately identify fraudulent activities.

4. RESULTS AND ANALYSIS

4.1 Analytical Framework and Evaluation Protocol

This section presents the empirical findings derived from the application of the machine
learning framework detailed in the preceding methodology section. The primary objective of
this analysis is to quantitatively assess the efficacy of various computational models in the
detection of internal fraud and to provide a granular, interpretable understanding of the key
predictive indicators that characterise such malfeasance. The analytical workflow was
executed within a controlled Python 3.8 environment, leveraging a comprehensive suite of
established data science libraries. Specifically, the analysis relied on Pandas for efficient data

manipulation and structuring, as well as Scikit-learn and Imbalanced-learn for the robust
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implementation and evaluation of the machine learning models. The evaluation protocol was
meticulously designed with a strong emphasis on scientific rigour and the mitigation of
potential bias.

To this end, the full, preprocessed dataset was partitioned into three independent subsets
using a stratified sampling method. This approach ensured a proportional representation of
the minority class (fraudulent transactions) across all sets, which is crucial for maintaining

the integrity of the evaluation process on an imbalanced dataset.

The partitioning of the dataset was as follows:

«  Training Set (70%): This subset was used exclusively for training the models, allowing
them to learn the underlying patterns that distinguish fraudulent from legitimate behaviour.

«  Validation Set (15%): This independent subset was utilised for hyperparameter tuning
and model selection, serving as a critical mechanism to prevent model overfitting to the
training data.

«  Test Set (15%): A pristine, hold-out set was reserved for the final, unbiased evaluation
of the trained models. All results reported in this chapter are derived from model performance
on this test set, thereby reflecting their expected generalisability to new, unseen data in a real-

world context.

The results are presented in a structured and systematic manner, beginning with a
comparative statistical analysis of the models' overall performance. This is followed by a
diagnostic examination of their classification trade-offs via Precision-Recall curves. A
detailed analysis of the criteria used for fraud identification will then be provided through an
examination of feature importance, offering interpretable insights into the models’ decision-
making processes. it concludes with a practical demonstration of the model’s application,

highlighting its utility in a real-world forensic accounting scenario.

4.2. Comparative Performance of Classification Models

The initial phase of the empirical analysis involved the training and evaluation of four distinct
machine learning models, each representing a different approach to algorithmic complexity
and interpretability. These models included:

a) Logistic Regression - A linear model that serves as a fundamental performance baseline.
b) Multi-Layer Perceptron (MLP) Neural Network - A non-linear model that represents a

foundational deep learning approach.
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c¢) XGBoost (Extreme Gradient Boosting) - A highly efficient, gradient-boosted ensemble
model known for its high predictive accuracy.

d) Balanced Random Forest - A specialised ensemble model explicitly designed to
counteract the detrimental effects of class imbalance by balancing the data for each decision
tree.

Model performance was rigorously benchmarked against a suite of evaluation metrics chosen
for their robustness in the context of highly imbalanced classification tasks, where a simple
accuracy score is a notoriously misleading indicator (Chawla, 2009). These metrics included
the Area Under the Receiver Operating Characteristic Curve (AUC-ROC), the FI-Score,
Precision, and Recall (Sensitivity). The aggregated results, derived from the hold-out test set,

are presented in Table 4.1.

Table 4.1: Statistical Summary of Model Performance on the Hold-Out Test Set.

Model AUC-ROC F1-Score|Precision Recall (Sensitivity)
Logistic Regression 0.913 0.758 0.692 0.837
Neural Network (MLP) (0.942 0.861 0.824 0.901
XGBoost 0.968 0.899 0.905 0.893
Balanced Random Forest|0.975 0.915 0.881 0.952

4.2.1. Interpretation of Findings

The empirical data presented in Table 4.1 reveal a clear and statistically significant hierarchy
in model performance. The Balanced Random Forest model distinguished itself as the
superior classifier, achieving the highest scores in three of the four key metrics: AUC-ROC
(0.975), F1Score (0.915), and Recall (0.952). The AUC-ROC score of 0.975 indicates an
outstanding level of class separability, implying that the model has a 97.5% probability of
correctly ranking a randomly chosen fraudulent transaction higher than a randomly chosen
legitimate one.

The F1-Score, as the harmonic mean of Precision and Recall, is arguably the most critical
single metric for this study. It effectively encapsulates the model's ability to achieve a robust
balance between minimising false positives (Type I errors) and false negatives (Type II
errors). The Balanced Random Forest's F1-Score of 0.915 signifies a highly effective and
operationally efficient model. Furthermore, its class-leading Recall of 0.952 is of paramount
operational importance. This figure indicates that the model successfully identified over 95%
of all true fraud cases within the test set, thereby minimising the risk of undetected financial

and reputational damage, which represents the most significant cost in fraud scenarios.
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The XGBoost model also demonstrated exceptional performance, achieving the highest
Precision score (0.905). This suggests that alerts generated by the XGBoost model are highly
reliable, with a low probability of being false alarms. However, this high precision comes at
the cost of a slightly lower Recall (0.893) when compared to the Balanced Random Forest.
This indicates a more "conservative" model, which is less likely to flag a transaction
incorrectly but is also more likely to miss a true fraud case. The choice between these two
top-tier models in a real-world deployment would depend on an institution's specific risk
appetite—whether the priority is to minimise false alarms (favouring XGBoost) or to
maximise the capture of all fraudulent activity (favouring Balanced Random Forest).

The Logistic Regression model, while computationally inexpensive, confirmed its role as a
performance baseline. Its lower scores across all metrics highlight the inherent limitations of
linear models in capturing the complex, non-linear, and interactive patterns that characterise
sophisticated fraudulent behaviour. This finding empirically supports the necessity of
employing more advanced algorithms for this problem domain.

4.3. Analysis of Classification Thresholds and Operational Trade-offs

While the statistical table provides a valuable snapshot at a specific operating point, a deeper
understanding of a model's behaviour requires an analysis across the full spectrum of decision
thresholds. The Precision-Recall (PR) curve is the most suitable diagnostic tool for this
purpose, as it directly visualises the critical trade-off between the two primary objectives of a
fraud detection system: maximising the detection rate (Recall) and ensuring the accuracy of
alerts (Precision). This is particularly important because the selection of a final decision
threshold is a critical business decision, not just a technical one.

Figure 4.1 visually depicts the performance of the models across various thresholds,
demonstrating how a change in the classification threshold would impact the balance between

precision and recall.
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Figure 4.1: Comparative Precision-Recall Curves of Fraud Detection Models.

Figure 4.1 provides a graphical representation of the models' operational trade-offs. The Area
Under the Precision-Recall Curve (AUC-PR) serves as an aggregate measure of performance,
with a larger area indicating a more robust model across all thresholds. The curves for the
Balanced Random Forest and XGBoost models are clearly dominant, occupying the region
closest to the top-right corner of the plot, which represents ideal performance (Precision = 1.0,
Recall = 1.0).

This visual dominance has profound practical implications. For example, consider a scenario
where a financial institution's risk management department sets a minimum acceptable
detection rate (Recall) of 90%. To achieve this target:

« The Balanced Random Forest model maintains a Precision of approximately 88%. This
means for every 100 alerts generated, 88 are expected to be true positives, requiring
investigation by the forensic team.

« The Logistic Regression model, to achieve the same 90% Recall, sees its Precision drop
to approximately 60%. This would generate 100 alerts of which 40 would be false positives,
representing a significant waste of investigative resources.

This comparison illustrates the superior operational efficiency of the ensemble methods. The
Balanced Random Forest model allows the institution to achieve a high fraud capture rate

while simultaneously minimising the investigative workload and associated operational costs
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of "alert fatigue," a well-documented issue in compliance and security operations (Crowley,
2019; Bromiley, 2019; Chawla, 2002). The PR curve thus serves as a crucial decision-making
tool, enabling stakeholders to visualise the direct consequences of different risk postures and
select a threshold that optimally balances detection effectiveness with operational capacity.
4.4. The Criteria for Identifying Fraud (Explanatory Analysis)

To move beyond predictive accuracy and provide actionable intelligence, a feature
importance analysis was conducted. This analysis deconstructs the decision-making process
of the topperforming Balanced Random Forest model to identify and rank the variables that
exert the most influence on its predictions. This directly addresses the question of what
criteria the model uses to distinguish between fraudulent and non-fraudulent transactions. The

hierarchy of these predictive features is presented in Figure 4.2.

amount_to_employee_avg_ratio
daily_transaction_count_emp
time_since_last_transaction_emp
transaction_hour
location_ip_unusual

amount

device_type unusual
receiver_account_new

transaction_day_of week

balance_after

Figure 4.2: Hierarchy of Predictive Features for Internal Fraud Detection .

Interpretation

The feature importance analysis provides compelling, data-driven evidence about the nature
of internal fraud, yielding insights that can directly inform investigative strategies and
internal control design. The criteria learned by the model can be categorised as follows:

«  The Primacy of Behavioural Anomaly: The analysis unequivocally demonstrates that
the most potent predictors are those that quantify behavioural deviation. The single most
important feature, amount _to_employee avg ratio (Importance: 21.5%), is a

direct measure of behavioural anomaly. This empirically validates that the primary criterion
for suspicion is not the absolute value of a transaction, but its value relative to the established

behavioural norm of the individual conducting it. This finding aligns with criminological
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theories suggesting that fraudulent acts often represent a break from an individual's routine
activity patterns (Cohen & Felson, 1979).
«  The Significance of Contextual and Temporal Factors: The high ranking of features
such as daily transaction _count_emp (18.2%), transaction_hour
(11.3%), and location_ip_unusual (9.1%) highlights the critical importance of
context. The model learned that when, how often, and from where a transaction is initiated
are powerful criteria for suspicion. Activity occurring outside standard business hours or from
unrecognised locations can be interpreted as a digital proxy for the exploitation of
opportunities where organisational oversight is perceived to be lower, a key component of the
"Fraud Triangle" theory (Cressey, 1953).
«  The Role of Transactional Attributes: While static transactional attributes like the raw
amount (7.5%) are still relevant, their lower ranking confirms that they lack predictive power
in isolation. Their value is realised when they are considered by the model in conjunction
with the more powerful behavioural and contextual features. For instance, a large transaction
amount becomes significantly more suspicious when combined with an unusual transaction
hour and a new beneficiary account.
In summary, the results provide a clear, hierarchical model of risk indicators. This data-driven
framework allows an institution to move beyond intuition-based investigations and focus
forensic resources on transactions that exhibit a specific, quantifiable combination of
behavioural, contextual, and transactional anomalies.
4.5. Real-World Application and Workflow Visualisation
To illustrate the practical application of these findings, it is useful to consider a real-world
scenario. The workflow from transaction initiation to final resolution is a critical component
of the system's operational design. Figure 4.3 provides a visual representation of this

workflow, demonstrating how the model's analysis translates into concrete actions.
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Figure 4.3: End-to-End Workflow of a Real-Time Fraud Detection Event.

Scenario Description: An employee, whose normal activity is well-established by the model,
initiates a high-value wire transfer late at night from a home IP address to a new, unverified
beneficiary. The model receives these data points in real-time. It assesses the transaction
against the criteria identified in our feature importance analysis: the transaction_hour is a
severe anomaly, the amount to employee avg ratio is high, the location ip unusual

is true, and the receiver account new is true. The ensemble of decision trees within the
model collectively votes, resulting in a fraud probability score of 96%.

As this score exceeds the bank's predetermined decision threshold (e.g., 35%), the system
automatically blocks the transaction and generates a high-priority alert for the forensic
investigation team. An analyst then reviews the case, confirms the suspicious nature of the
event based on the highlighted anomalies, and classifies it as a "True Positive." This entire
process, from initiation to detection and prevention, occurs within seconds and provides a
continuous feedback loop for model performance measurement.

This scenario demonstrates how the abstract results from our analysis translate into a tangible,

effective, and automated defence mechanism against internal fraud.
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5. DISCUSSION AND CONCLUSION

This study's investigation into the integration of forensic accounting and advanced data
analytics for internal fraud mitigation yields significant insights that advance both academic
theory and practical application in the financial sector. The empirical results confirm that a
synergistic approach, leveraging machine learning, provides a far more robust and effective
defense against internal fraud than traditional, isolated methods, which often struggle with the
volume and velocity of modern data (Olushola and Mart, 2024).

A primary finding is the clear superiority of advanced ensemble models, particularly the
Balanced Random Forest, in navigating the complexities of imbalanced and nuanced
financial data. While the Logistic Regression model provided a functional baseline, its
performance limitations underscored the inadequacy of linear models in capturing the
sophisticated, non-linear patterns characteristic of modern fraudulent schemes. The
exceptional performance of the Balanced Random Forest, which correctly identified over
95% of fraudulent activities (Recall of 0.952), is of paramount importance. In the context of
internal fraud, where a single missed incident can result in substantial financial and
reputational damage, a high recall rate is not merely a statistical achievement but a critical
business necessity. This finding aligns with a growing body of research advocating for the use
of specialized algorithms that can effectively learn from the minority class in imbalanced
datasets, thereby minimizing the high cost of false negatives (Chawla, 2010).

Perhaps the most compelling insight from this study is the data-driven validation of what
constitutes a meaningful indicator of internal fraud. The feature importance analysis
unequivocally demonstrated that behavioural anomalies are the most potent predictors. The
top-ranking feature,

amount to_employee avg ratio (21.5% importance), empirically confirms that it is not the
absolute value of a transaction that is most suspicious, but its deviation from an individual's
established pattern of behaviour. This finding provides strong support for criminological
theories like the routine activity theory, which posits that crimes often occur when there is a
break from normal routines (Cohen & Felson, 1979). The high importance of contextual
factors such as

daily transaction count_emp (18.2%) and transaction_hour (11.3%) further

reinforces this conclusion. The model learned that the when and how often of a transaction are
powerful proxies for risk, echoing the principles of the "Fraud Triangle," where perpetrators
exploit perceived opportunities for misconduct, such as after business hours when oversight

is presumed to be lower (Cressey, 1953).
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In conclusion, this research provides a comprehensive, empirically validated framework that
bridges the gap between the theoretical potential and practical implementation of Al in
forensic accounting. By demonstrating the superior efficacy of models like the Balanced
Random Forest and deconstructing their decision-making criteria, this study offers actionable
intelligence for financial institutions. The findings advocate for a paradigm shift: from a
reactive, transactionfocused posture to a proactive, behaviour-centric strategy for internal
fraud mitigation. The successful application of this framework not only promises to enhance
detection rates and operational efficiency but also to foster a more secure and resilient
financial ecosystem against the ever-evolving threat of internal malfeasance. Future research
should focus on the longitudinal performance of these models in live banking environments
and explore the integration of unstructured data sources, such as email communications and
access logs, to further enrich the behavioural profiles of potential fraudsters, addressing the

challenge of data fragmentation noted by Kurum (2023).

6. Recommendations and Policy Implications

The findings of this study give rise to several actionable recommendations for financial
institutions and regulatory bodies:

6.1 For Financial Institutions:

To strengthen institutional resilience against financial fraud, organisations should prioritise
strategic investment in behavioural analytics, focusing on dynamic profiling techniques that
adapt to evolving patterns of fraudulent behaviour rather than relying solely on static, rule-
based engines. Enhancing these systems with rich contextual data, such as temporal markers,
geographic indicators, and device-specific metadata, can significantly improve the precision
and responsiveness of transaction monitoring frameworks. Equally critical is the development
of dataliterate forensic and internal audit teams through continuous professional training,
ensuring that personnel possess the analytical competencies required to interpret and act upon
complex outputs generated by advanced fraud detection technologies.

6.2 For Regulatory and Standard-Setting Bodies:

Regulatory bodies should prioritise the development of updated guidance on model risk
management that explicitly addresses the deployment of complex, Al-driven systems in
compliance and fraud detection contexts, with particular emphasis on ensuring model
explainability, fairness, and operational robustness. As these technologies become
increasingly embedded in financial oversight, auditing standards must evolve in parallel to

support the integration of advanced data analytics into audit practices. This includes fostering
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frameworks that enable more proactive, continuous, and risk-based auditing approaches—
ones that are informed by predictive indicators and behavioural patterns identified through

forensic accounting research and fraud analytics.

7. Limitations and Future Research

This study, while offering a robust framework for internal fraud detection, is constrained by
several key limitations. Chief among them is the reliance on simulated data, which—despite
its realism— cannot fully replicate the complexity, unpredictability, and latent irregularities
of actual financial systems. As a result, model performance may differ when applied to real-
world banking environments. Additionally, the generalizability of findings is limited by the
use of a standardised banking model, which may not reflect the diverse operational structures
and regulatory contexts across institutions. The focus on a predefined set of fraud typologies
further narrows the scope, potentially reducing the models’ effectiveness in detecting novel or
sophisticated schemes. The absence of a cost-benefit analysis also leaves a gap in evaluating
the financial viability of implementing these models at scale.

To address these limitations, future research should prioritise validation using anonymised
transactional data from financial institutions, enabling empirical testing under operational
conditions. Advancing the model architecture through deep learning techniques—such as
Long Short-Term Memory (LSTM) networks—and incorporating unstructured data via
Natural Language Processing (NLP) could significantly enhance detection capabilities.
Moreover, transitioning to adaptive or online learning systems would allow for real-time
responsiveness to evolving fraud tactics. Finally, integrating Explainable Al (XAI) methods
like SHAP and LIME will be essential for ensuring transparency, regulatory compliance, and

stakeholder trust in automated fraud detection systems.
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