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ABSTRACT 

Mobile Ad Hoc Networks (MANETs) support infrastructure-independent communication in 

disaster response, military, and intelligent transportation environments, but their mobility, 

decentralization, and limited node resources expose them to attacks at multiple protocol 

layers. This study compares an unsupervised K-Means intrusion detector with a supervised 

Support Vector Machine (SVM) using a radial basis function kernel. A Python-based 

framework combining SimPy and NetworkX modelled 20 mobile nodes under Random 

Waypoint mobility and implemented 12 attack scenarios spanning the range from the physical 

to the application layer. Packet drop rate, control packet rate, and link failure count were used 

as lightweight behavioural features. Performance was assessed over ten independent 

simulation runs using detection rate, false-positive rate, precision, F1-score, and accuracy. 

The SVM achieved an overall accuracy of 

0.98 and an F1-score of 0.70, compared with 0.69 and 0.51, respectively, for K-Means. Both 

methods detected Jamming, Sinkhole, and SYN Flood effectively; however, topology- and 

identity-oriented attacks, particularly Wormhole, Hijacking, and Sybil, remained difficult to 

identify. The results indicate that supervised learning offers stronger discrimination under 

labelled conditions, whereas unsupervised clustering remains attractive when labels are 

unavailable. Richer temporal, routing, and cross-layer features are required for robust 

detection of stealthy attacks. 
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1. INTRODUCTION 

The rapid development of wireless communication has expanded the use of Mobile Ad Hoc 

Networks (MANETs) in battlefield communication, disaster recovery, emergency response, 

intelligent transportation, and related infrastructure-limited environments [1]. Unlike 

conventional wireless networks, a MANET operates without fixed infrastructure or 

centralised control and can therefore be deployed rapidly where permanent communication 

facilities are unavailable, damaged, or economically impractical [2]. Each mobile node acts 

as both a host and a router, cooperatively forwarding packets through multi-hop paths while 

the network topology changes over time [1,2]. 

These advantages are accompanied by substantial security risks. A recent integrated MANET 

framework jointly addressed cluster-head selection and intrusion detection, illustrating the 

growing use of machine learning in resource-aware network management [3]. Node mobility, 

time-varying links, distributed routing, and the absence of continuously available trusted 

infrastructure increase the attack surface and complicate centralised monitoring [4]. The 

shared wireless medium also exposes communication to interception, interference, 

eavesdropping, and jamming, while limitations in battery power, bandwidth, processing 

capability, and memory restrict the use of computationally intensive defence mechanisms 

[2,5]. Recent optimisation-based and deep supervised intrusion-detection frameworks have 

improved detection performance, but their multiple processing stages may impose overhead 

that is difficult to sustain on resource-constrained nodes [6]. Packet-dropping behaviour 

remains particularly difficult to distinguish from losses caused by mobility and channel 

variability [7]. 

MANET attacks can be classified according to their mechanism, objective, and affected 

protocol layer. Blackhole, Greyhole, Sinkhole, Wormhole, Flooding, Sybil, and route-

hijacking attacks primarily disrupt routing and forwarding at the network layer [8,9]. 

Jamming targets the physical channel, SYN Flood exhausts transport-layer connection state, 

Session Hijacking exploits session control, Decrypt Bypass represents a presentation-layer 

security circumvention scenario, and application-layer distributed denial-of-service (DDoS) 

attacks overwhelm specific services [10]. This diversity makes it difficult for a single 

detection strategy to identify both disruptive and stealthy behaviours. 
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Signature-based intrusion detection systems identify threats by matching observed activity 

against known attack patterns. They are effective for previously characterised attacks but are 

less suitable for zero-day threats, modified attack variants, and behaviours for which 

signatures do not yet exist. Anomaly-based systems address this limitation by modelling 

expected behaviour and identifying deviations [11,12]. Nevertheless, false alarms may 

increase when legitimate mobility produces patterns that resemble malicious activity, and 

results obtained in one network environment may not generalise directly to another [13]. 

Secure routing and transmission mechanisms can reduce attack exposure, but they do not 

eliminate the need for behavioural monitoring [14]. 

Machine learning provides both supervised and unsupervised mechanisms for behavioural 

intrusion detection. Classification models such as Support Vector Machines (SVMs) learn 

decision boundaries from labelled examples, whereas clustering methods such as K-Means 

group observations without requiring attack labels. Hybrid classification and fuzzy-clustering 

studies have reported strong results on complex network traffic [15], and broader reviews 

confirm the increasing use of machine learning and deep learning in cybersecurity [16]. 

However, the relative performance of supervised and unsupervised methods is often difficult 

to assess because studies use different datasets, features, attack sets, and evaluation 

procedures. 

This study therefore compares K-Means clustering and an RBF-kernel SVM under the same 

MANET simulation conditions. Twelve attack scenarios distributed across the range from 

OSI Layer 1 to Layer 7 are represented through three lightweight behavioural features: packet 

drop rate, control packet rate, and link failure count. The principal contributions are: (i) a 

unified Python-based simulation and evaluation framework; (ii) an attack-wise comparison of 

supervised and unsupervised detection under identical feature conditions; and (iii) an analysis 

of the attacks for which the compact feature set succeeds or fails. The central hypothesis is 

that the supervised SVM will provide stronger overall discrimination when reliable labels are 

available, while K-Means will retain practical value in settings where labels cannot be 

obtained. 

The remainder of this paper is organised as follows. Section 2 reviews related research. 

Section 3 describes the simulation, attack modelling, feature extraction, learning algorithms, 

and evaluation procedure. Section 4 reports the experimental results, discussion, and Section 

5 concludes the paper. 

2. LITERATURE REVIEW 

Machine learning has become an important approach for intrusion detection in Mobile Ad 
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Hoc Networks (MANETs) because conventional security mechanisms are often inadequate 

for decentralized and highly dynamic wireless environments. Recent studies have focused on 

improving intrusion detection accuracy while maintaining the resource efficiency required by 

MANETs. In their work, researcher built a combined intrusion detection system based on 

Adaptive Ensemble Tree Learning (AETL) supported with a Machine Learning Model 

Hybrid Dual Optimization (HDOMLM) for the two most important operations in MANETs, 

i.e. efficient cluster head selection and attack detection [3]. Their system resulted in a great 

number of enhancements among which, 71% in energy savings and more than 50% in 

lifetime extension of the network compared to the existing ANFIS-EESC and CCCH methods 

are the most meaningful ones. 

Hassan et al. [4] reviewed machine learning and optimization techniques for detecting 

Blackhole and Greyhole attacks in MANETs. Their survey highlighted the effectiveness of 

federated learning, long short-term memory (LSTM), reinforcement learning and 

metaheuristic optimization algorithms for improving intrusion detection accuracy and 

network resilience. However, the study also indicated that many of these techniques introduce 

considerable computational overhead, limiting their suitability for resource-constrained 

MANET nodes. 

Sheela et al. [6] introduced the AOMA-DSLC structure which is a mix of the Adaptive 

Marine Predator Optimization Algorithm and Deep Supervised Learning Classification. It 

helps with intrusion detection by automatically determining the most pertinent characteristics 

and effectively training the model. These studies demonstrate that hybrid machine learning 

models can significantly improve intrusion detection performance. However, their 

computational complexity and dependence on multiple optimization stages may restrict their 

deployment in real-time MANET environments. 

Several recent studies have compared clustering-based and classification-based intrusion 

detection techniques to evaluate their suitability for network security applications. Ahmed 

et al. 

[15] proposed a signature-based intrusion detection framework that integrates machine 

learning, deep learning, and fuzzy clustering. Their study demonstrated that classifiers such 

as Support Vector Machine (SVM), Random Forest (RF), Decision Tree (DT), Long Short-

Term Memory (LSTM), and Artificial Neural Network (ANN) effectively distinguish normal 

traffic from malicious traffic. The paper also indicated that the combination of fuzzy 

clustering and machine learning not only improves the accuracy of intrusion detection but also 

makes it possible to handle poorly defined scenarios and complex patterns of network traffic. 
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Xin et al. [19] presented a comprehensive review of the application of machine learning and 

deep learning techniques in cybersecurity. Their study examined the commonly used machine 

learning and deep learning algorithms for intrusion detection, discussed the benchmark 

datasets widely adopted for performance evaluation, and identified the major challenges 

associated with applying these techniques to cybersecurity problems. The authors also 

highlighted several promising research directions for developing more robust, adaptable, and 

intelligent intrusion detection systems. Their findings emphasize the importance of selecting 

appropriate machine learning techniques and continuously improving intrusion detection 

systems to address the evolving nature of cyber threats. Owing to the complexity of detecting 

multiple attack types in wireless ad hoc networks, a wide range of intrusion detection systems 

has been proposed to address different forms of malicious activities. 

Jassim et al. [8] used NS2 simulations to study blackhole and denial-of-service (DoS) attacks 

on MANETs using AODV as the routing protocol. They were able to demonstrate the 

detection, removal and isolation of malicious nodes and evaluated network performance by 

four metrics - packet delivery ratio, end-to-end delay, routing overhead and residual energy. 

Yazdanypoor et al. [17] came up with a hybrid detection method for countering blackhole and 

greyhole attacks, which is based on the combination of anomaly detection, data mining 

techniques and cryptographic verification. It is a multilayered defense system operation at the 

mechanism level. They have effectively proven their method through their intrusion detection 

results, i.e. having a lower number of false positives plus very high percentages of packet 

delivery even in the presence of attackers. 

Federated learning and deep learning have changed the way intrusion detection can be done by 

eliminating the privacy and scalability issues of centralized systems. The authors of paper [18] 

developed the HIDE-MAN system with Coati-Optimized BiLSTM method that was 

incorporated with Federated Learning and GANs which resulted in detection rate increases of 

18.9%, 18.07% and 4.03% over KBIDS, WOA-DNN and MSA-GCNN, respectively. The 

framework preserved data privacy by performing model training locally while exchanging only 

model parameters during global aggregation. 

Zhu and Liu [19] suggested an IoT technique for detecting network intrusions utilizing 

subspace clustering and ensemble learning. Their system uses CLIQUE PROCLUS SUBCLU 

and LOF clustering algorithms with a Logistic Regression meta-learner and it has a 97.05% 

accuracy on the UNSW-NB15 dataset, which demonstrated the potential of combining 

clustering and ensemble learning for intrusion detection. 

John et al. conducted a thorough review of the intrusion detection systems for cluster-based 
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wireless sensor networks (WSNs) [20]. The authors reviewed different machine learning 

methods and feature selection techniques. In addition, they employed bibliometric analysis to 

highlight the major research trends in this field and to identify several research gaps with 

scopes for future research with designing efficient intrusion detection systems for resource-

constrained wireless environments. 

The identified research gaps provide valuable directions for developing lightweight and 

energy-efficient intrusion detection systems suitable for resource-constrained MANET 

environments. 

The literature reveals three limitations that motivate the present study. First, many studies 

focus on one attack family, particularly Blackhole and Greyhole attacks, rather than 

evaluating threats distributed across several protocol layers. Second, comparisons between 

supervised and unsupervised methods frequently use different feature sets or experimental 

conditions. Third, high-performing deep and hybrid models may incur computational and 

communication overhead that is unsuitable for lightweight deployment. The present work 

addresses these limitations by evaluating K-Means and SVM models using the same three 

behavioural features, the same twelve attack scenarios, and the same simulation framework. 

 

3. MATERIALS AND METHODS 

The experimental workflow integrates discrete-event simulation, dynamic graph modelling, 

attack injection, behavioural feature extraction, machine learning, and metric-based 

evaluation, as summarised in Figure 1. The framework is intended as a controlled behavioural 

abstraction for comparing detection algorithms; it does not reproduce every operation of a 

complete physical and protocol stack. 

 

 

Figure 1. Experimental workflow for MANET simulation and intrusion-detection 

evaluation. 

3.1 Network Simulation Framework 

SimPy, a process-oriented discrete-event simulator for Python, was used to create the 
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MANET simulation environment. This tool offers various fundamental constructs to model 

the active components as processes which communicate with each other using shared 

resources and events [21]. The generator-based execution model of SimPy efficiently 

represents concurrent network events, including packet transmission, node mobility, and 

attack injection [21]. 

NetworkX, a Python library is used in order to construct, modify and examine intricate 

networks, is employed for the dynamic management of the network topology that enables the 

real-time reconstruction of graph per changing positions of nodes and constraints of 

transmission range [22]. 

The MANET under simulation consists of 20 mobile nodes geographically distributed over an 

area of 100 x 100 units in a square layout. For each node, the transmission range is the same, 

equal to 25 units and it is able to communicate wirelessly with all nodes around it since their 

Euclidean distance is within the threshold distance. Mobility of nodes is modeled with the 

Random Waypoint. As per this model, each node selects its movement path randomly and 

only independently. The process is that first the node selects a destination randomly inside 

the area of operation; then it moves to that destination with a speed randomly selected; finally, 

it pauses for a fixed time duration before the next move. And then the whole process is 

repeated indefinitely [23]. Random waypoint is a model that introduces the key features of 

random movement of nodes, at the same time it still allows the analysis based on simulation 

due to its simplicity. 

 

The network graph is reconstructed by the Network Manager module at any point when the 

simulation is paused. The graph is reconstructed from current node locations, where nodes are 

joined by an edge if and only if the distance between them in the Euclidean metric is not more 

than the range of transmission. This continuous remodeling of the topology has the effect of 

the IDS working with the real-time accurate network condition that corresponds to the time-

varying connectivity patterns being typical of the Mobile Ad Hoc Networks (MANETs).  

 

Table 1 shows the principal simulation and model parameters used. 

Table 1. Principal simulation and model parameters. 

Parameter Setting 

Mobile nodes 20 

Simulation area 100 × 100 units 

Transmission range 25 units 

Mobility model Random Waypoint 

Attack scenarios 12 
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Observation features Packet drop rate, control packet rate, link failure count 

Independent runs per attack 10 

K-Means clusters k = 2 

SVM kernel Radial basis function 

SVM regularization C = 10.0 

Implementation Python; SimPy; NetworkX; NumPy; Pandas; scikit-learn 

 

The complete simulation framework was implemented in Python using SimPy for discrete-

event simulation, NetworkX for dynamic graph management, NumPy and Pandas for data 

processing, and Scikit-learn for implementing the K-Means clustering and SVM classifiers. 

 

3.2 Attack Modeling and Scenario Design 

The study was designed with twelve unique attack scenarios targeting OSI layers 1, 3 to 7, 

effectively addressing the various threat layers in a MANET environment. To simulate the 

attacks, certain nodes in the network were converted into malicious ones that behaved 

differently per the type of attack. Table 2 summarizes the implemented attack scenarios and 

their corresponding OSI layers. 

 

Table 2: Multi-Layer Attack Scenarios Implemented in the Simulation Framework 

[4],[9],[10] 

Attack Type OSI Layer Behavioral Description 

Jamming L1 Wireless channel disruption causing link failures 

Blackhole L3 Attracts and drops all routed packets 

Wormhole L3 Creates unauthorized tunnels between distant nodes 

Flooding L3 Excessive control traffic generation 

Sybil L3 Multiple forged identities for single node 

Sinkhole L3 Lures traffic toward compromised node 

Greyhole L3 Selective probabilistic packet dropping 

Hijacking L3 Unauthorized route interception 

SYN Flood L4 TCP connection state exhaustion 

Session Hijack L5 Unauthorized session takeover 

Decrypt Bypass L6 Encryption mechanism circumvention 

APP DDoS L7 Application-layer service flooding 

 

The network layer attacks (Layer 3) are Blackhole assaults where malicious nodes present 

false routing information to attract traffic and drop intercepted packets, Greyhole attacks based 

on selective packet dropping which is a method to evade detection, Sinkhole attacks that 

attract network traffic to compromised nodes and Wormhole attacks where unauthorized low-

latency tunnels between distant network regions are created to disrupt routing topology [4], 

[9], [24]. The Jamming attack is a physical layer disruption that targets, making wireless 

channel unavailable. Flooding attack generates a lot of control traffic to deplete network 
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resources [4]. Transport layer attack includes SYN Flood (Layer 4) which targets TCP 

connection state tables. Session Hijack (Layer 5) finds session management weaknesses to 

exploit. Decrypt Bypass (Layer 6) tries to get around encryption schemes. Lastly, 

Application-layer DDoS (Layer 7) uses a flood of malicious requests to a particular service 

[10]. 

 

3.3 Feature Extraction and Behavioral Profiling 

Intrusion detection involves identifying behavioral features that separate normal network 

operation from malicious ones. After studying the unique behavioral patterns shown by the 

simulated attack scenarios, three main features were chosen for their low computational cost 

and high separation power: packet drop rate, control packet rate and link failure count. Packet 

drop rate represents the proportion of packets that fail to reach their destinations and is 

particularly sensitive to Blackhole, Greyhole, and Sinkhole attacks. Control packet rate 

determines the number of routing control messages about data traffic and thus it represents 

the abnormal signaling behavior caused by flooding and wormhole attacks. Link failure count 

keeps a record of the number of wireless link failures and therefore, it is quite sensitive to 

jamming and mobility-related artifacts. 

These indicators are consistent with the use of compact behavioural evidence for packet-

dropping detection and anomaly analysis [7,28]. 

Packet drop rateᵢ = Dᵢ / Tᵢ Control packet rateᵢ = Cᵢ / Δt 

Link failure countᵢ = number of failed links involving node i during Δt 

Here, Dᵢ is the number of packets dropped by node i, Tᵢ is the number of packets presented to 

that node for forwarding, Cᵢ is the number of control packets generated, and Δt is the 

observation interval. 

The feature extraction proceeds at predetermined logging intervals maintained throughout the 

simulation. Each node will have a behavioral profile constituted by the three extracted features. 

The accumulated logs are then assembled into a Data Frame, a structured format ready for 

ML analysis. The supervised Support Vector Machine (SVM) requires ground-truth class 

labels indicating the attacker status of each instance during the training phase. In contrast, the 

unsupervised K-Means algorithm performs clustering without prior knowledge of which 

instances correspond to attacker or normal nodes. 

 

3.4 K-Means Clustering-Based Intrusion Detection 

The unsupervised intrusion detection method uses the K-Means clustering approach to split 



Copyright@    Page 10 

International Journal Research Publication Analysis 

 

 

 

network nodes into two groups based on their behavioral feature profiles. K-Means was 

chosen because it is computationally efficient. In fact, the time taken by K-Means depends 

linearly on the size of the dataset. Another advantage of the algorithm is it doesn't require 

labeled training data [26]. The algorithm performs the usual iterative cycle of center 

initialization, sample assignment to the nearest centers and center recalculation until the 

convergence criteria are met. 

 

 

𝐽 = ∑ ∑ ∥ 𝑥 − 𝜇𝑖 ∥2 

𝑥∈𝐶𝑖 

𝑖=1 

 

where: 

• 𝐽is the clustering objective function, 

• 𝑘is the number of clusters, 

• 𝐶𝑖denotes the 𝑖𝑡ℎcluster, 

• 𝑥is a data point, and 

• 𝜇𝑖represents the centroid of cluster 𝐶𝑖. 

 

After clustering, the cluster assignment labels need to be interpreted for identifying which 

cluster depicts malicious behavior. The suggested method arranges the feature values 

averages of each cluster and selects the cluster having the higher average anomaly-related 

feature values (high drop rate, increased control traffic and excessive link failures) as the 

anomalous cluster. The nodes that belong to this cluster are considered as potential intruders. 

This post-clustering labeling method allows a completely unsupervised mode of operation 

without having to know attack patterns or malicious node identities beforehand. 

 

3.5 Support Vector Machine-Based Intrusion Detection 

The proposed Supervised Intrusion Detection model employs a Radial Basis Function (RBF) 

kernel Support Vector Machine classifier, set with a regularization parameter C = 10.0. 

SVMs were chosen based on a few reasons: through research they do be very successful for 

the classification of high-dimensional data; they have robust generalization capabilities by 

maximizing the margin of the hyperplane in the feature space; and they have always been 

used as one of the best methods for detecting network intrusions [27]. The RBF kernel 

makes it possible to have nonlinear decision boundaries that are useful largely for discovering 
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the complicated connections between the behavioral features and the diverse attack patterns.  

The decision function is: 

 

 

 

where, 

• 𝛼𝑖are Lagrange multipliers, 

• 𝑦𝑖are class labels, 

• 𝐾(𝑥𝑖, 𝑥)is the kernel function, 

• 𝑏is the bias term. 

 

The RBF kernel is: 

𝐾(𝑥𝑖, 𝑥𝑗) = exp(−𝛾 ∥ 𝑥𝑖 − 𝑥𝑗 ∥2) 

where 𝛾controls the influence of individual training samples. 

 

The extracted features are standardized using the Standard Scaler technique before model 

training. This process transforms each feature to have a zero mean and unit variance, thereby 

eliminating the influence of differences in feature scales. Standardization ensures that no 

single feature dominates the learning process solely because of its numerical range, allowing 

all features to contribute equally to model training. In the supervised learning approach, the 

model is trained using the ground-truth class labels, enabling it to learn the distinguishing 

characteristics of normal and malicious node behaviour and accurately classify previously 

unseen instances. 

 

3.6 Performance Evaluation Metrics 

Detection performance is assessed by some frequently utilized metrics, which are basically 

derived from the elements of the confusion matrix: True Positives (TP) are attackers who 

have been correctly identified; True Negatives (TN) are normal nodes that have been 

accurately classified; False Positives (FP) are normal nodes that have been improperly 

marked as attackers; and False Negatives (FN) are attackers who are not detected at all. By 

using these basic numbers, the following evaluation metrics have been determined: 
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Detection Rate (Recall): Detection Rate (DR) or Recall or True Positive Rate shows how 

many of the real attackers have been successfully identified by the detection system. 

 

 

False Positive Rate: False Positive Rate (FPR) tells what percentage of normal nodes have 

been wrongly classified as attackers. 

 

 

Precision: Precision is the fraction of the nodes flagged as malicious ones that truly are the 

attackers.

 

 

F1-Score: F1-Score is the harmonic mean of precision and recall, which expresses both the 

aspects of detection equally. 

 

 

Accuracy: The ratio of all right answers is called accuracy classifications to all nodes. 

 

 

To make the results statistically reliable, each attack situation is re-run through a computer 

simulation 10 times and the results are obtained from the average values. In addition to 

attack-specific results, pooled overall scores were used to summarize the models. Because 

accuracy can be inflated when normal observations outnumber malicious observations, 

precision, recall, F1-score, and attack-level results were considered together rather than 

relying on accuracy alone. 

 

4. RESULTS AND DISCUSSION 

This section reports the attack-specific and overall performance of the K-Means clustering and 

radial basis function (RBF)-kernel Support Vector Machine (SVM) intrusion detection 
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models. All values represent averages obtained from ten independent simulation runs. The 

discussion focuses on detection effectiveness, false alarms, attack-wise behaviour, and the 

extent to which the three selected features—packet drop rate, control packet rate, and link 

failure count—support multi-layer intrusion detection in Mobile Ad Hoc Networks 

(MANETs). 

 

4.1 K-Means Results 

Table 3 summarises the performance of the unsupervised K-Means-based intrusion detection 

system across the twelve attack scenarios. K-Means achieved a detection rate of 1.000 with 

no reported false positives for Jamming, Flooding, Sinkhole, and SYN Flood. These attacks 

generated pronounced changes in at least one of the selected behavioural features, allowing 

the anomalous cluster to be separated clearly from normal node behaviour. 

 

Table 3: K-Means IDS Performance Result. 

Attack DR FPR Precision F1-score Accuracy 

Jamming 1.000 0.0000 1.0000 1.0000 1.000 

Blackhole 0.500 0.3474 0.3188 0.3343 0.645 

Wormhole 0.400 0.4389 0.0896 0.1459 0.545 

Flooding 1.000 0.0000 1.0000 1.0000 1.000 

Sybil 0.300 0.5368 0.0248 0.0458 0.455 

Sinkhole 1.000 0.0000 1.0000 1.0000 1.000 

Greyhole 0.500 0.4842 0.0591 0.1045 0.515 

Hijacking 0.300 0.3730 0.0792 0.1175 0.610 

SYN Flood 1.000 0.0000 1.0000 1.0000 1.000 

Session Hijack 0.700 0.4158 0.1674 0.2205 0.590 

Decrypt Bypass 0.600 0.5684 0.0502 0.0925 0.440 

App DDoS 0.400 0.4684 0.0361 0.0660 0.525 

 

Performance decreased substantially for attacks whose behavioural profiles overlapped with 

normal activity. The lowest F1-scores were obtained for Sybil (0.0458), Application DDoS 

(0.0660), Decrypt Bypass (0.0925), Greyhole (0.1045), Hijacking (0.1175), and Wormhole 

(0.1459). Decrypt Bypass produced the highest false-positive rate (0.5684), followed by Sybil 

(0.5368) and Greyhole (0.4842). These results indicate that a two-cluster partition can 

identify attacks that create strong aggregate anomalies, but it is less reliable when malicious 

behaviour is subtle, intermittent, or not directly represented by the selected features. 
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Figure 2. K-Means IDS Performance: DR vs. FPR 

 

Figure 2 shows the Detection Rate (DR) and False Positive Rate (FPR) of an intrusion 

detection system based on K-Means for different types of attack scenarios averaged over ten 

simulation runs. The figures indicate that attacks such as Jamming, Flooding, Sinkhole, and 

SYN_FLOOD_L4 achieve very high detection rates, with detection ratios approaching 1.0. In 

contrast, Greyhole and Wormhole attacks exhibit comparatively lower detection rates. This 

difference can be attributed to the behavioural characteristics of these attacks, as they closely 

resemble normal network activities, making them more difficult to distinguish and detect. 

Application-layer DDoS produced the highest false positive rate, indicating that legitimate 

traffic was more frequently misclassified as malicious because of behavioural similarities 

between normal and attack traffic. In general, K-Means algorithm was successful in detecting 

attacks that caused very noticeable changes in network behaviour e.g. packet drops, control 

packet activity and link failures; Still, it was relatively less effective for stealthy attacks that 

are almost indistinguishable from normal MANET operations. 
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Figure 3. K-Means IDS Performance 

 

Overall, the effectiveness of the K-Means-based Intrusion Detection System (IDS) was 

demonstrated in Figure 3 using four evaluation metrics: Accuracy Precision Recall and F1-

Score. The model's classification accuracy was 0.69, which means that nearly 69% of the 

samples were categorized correctly. Model's skill, as measured by recall, to discover 

malicious activities has a moderate degree of 0.61 and it means, that a significant proportion 

(but not all) of actual attacks were captured by the system. The precision score of 0.48 

suggests that a major portion of predictions that were made as malicious are not genuine (i.e. 

many false alarm alerts have been generated). The obtained F1-score of 0.51 indicates a 

moderate balance between precision and recall. These types of scores suggest that the 

performance of the algorithm K-Means is reasonably well with the major disadvantage of the 

inability to effectively separate various or hidden attack patterns by using unsupervised 

clustering alone. 

 

4.2 SVM Results 

5. Table 4 : SVM IDS Performance Result. 

Attack DR FPR Precision F1-score Accuracy 

Jamming 1.000 0.0000 1.0000 1.0000 1.000 

Blackhole 1.000 0.0000 1.0000 1.0000 1.000 

Wormhole 0.050 0.0000 0.1000 0.0667 0.905 

Flooding 0.900 0.0000 0.9000 0.9000 0.995 

Sybil 0.000 0.0000 0.0000 0.0000 0.950 

Sinkhole 1.000 0.0000 1.0000 1.0000 1.000 
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Greyhole 0.900 0.0000 0.9000 0.9000 0.995 

Hijacking 0.100 0.0000 0.1000 0.1000 0.955 

SYN Flood 1.000 0.0000 1.0000 1.0000 1.000 

Session Hijack 0.700 0.0000 0.7000 0.7000 0.985 

Decrypt Bypass 1.000 0.0000 1.0000 1.0000 1.000 

App DDoS 0.700 0.0000 0.7000 0.7000 0.985 

 

Table 4 shows the results of the SVM-based Intrusion Detection System for detecting 

different attacks by using Detection Rate (DR), False Detection Rate (FPR) Precision F1-

Score and Accuracy metrics. The findings reveal that the attacks of Jamming Blackhole 

Sinkhole, Syn-Flood-L4 and Decrypt-Bypass-L6 had the highest scores for performance, with 

perfect detection rates, precisions and F1-scores equaling 1.0, which proved the ability of 

SVM to detect attacks that create major behavioural changes in the network. However, 

Flooding and Greyhole attacks also performed well and had F1-scores of 0.90, while Session-

Hijack-L5 and App-DDOS-L7 had only moderate detection capacities with F1-scores of 0.70. 

Wormhole, Hijacking and Sybil attacks, showed poor detection results, with the Sybil attack 

having an F1-score of 0.0 as it is almost indistinguishable from normal node behaviour. In 

general, research finds that SVM properly identifies attacks with different behaviours but 

has difficulties in identifying very stealthy and topology-based attacks in MANETs. 

 

 

Figure 4. SVM IDS Performance: DR vs. FPR. 
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Figure 4 offers results of a complete performance evaluation of the Support Vector Machine 

(SVM)-based IDS using four metrics: Accuracy Precision Recall F1-score. The high accuracy 

of 0.98 means that the machine learning model has identified almost 98% of the attacks 

correctly. The moderate precision (0.62) of the model suggests that it tried to reduce the 

percentage of false positives by a moderate amount. A good balance is achieved if it has 

detected most of the damages without making any mistakes, which is the case here with a 

recall of 0.70. The F1-score (0.70) is a tradeoff between precision and recall so the overall 

system detection ability has a very promising improvement. The SVM supervised learning 

approach has turned out better. Strategy can successfully recognize very complicated 

behavioural patterns and have a dependable way of detecting intrusions due to multi-layer 

attacks in MANETs. 

 

5.1 Comparative Results 

Comparative Analysis of K-Means and SVM IDS is as follows: 

Table 5. Comparative Performance of K-Means and SVM IDS. 

Metric K-Means SVM 

Detection rate (recall) 0.61 0.70 

False-positive rate 0.30 0.00 

Precision 0.48 0.62 

F1-score 0.51 0.70 

Accuracy 0.69 0.98 

 

Table 5 presents the overall performance comparison between the K-Means and SVM-based 

intrusion detection systems. The comparison indicates that SVM consistently achieved higher 

Detection Rate, Precision, F1-Score, and Accuracy while maintaining a False Positive Rate 

close to zero. In contrast, K-Means showed comparatively lower detection performance and 

higher false positive rates because it performs unsupervised clustering without using labelled 

training data. Overall, SVM demonstrated superior effectiveness for identifying malicious 

nodes in the simulated MANET environment. 

 

 

Figure 5. K-Means vs SVM IDS Performance. 
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Figure 5 visually compares the overall performance of K-Means and SVM across the 

evaluated metrics. The graph confirms that SVM consistently outperformed K-Means in 

terms of Detection Rate, Precision, F1-Score, and Accuracy while maintaining a significantly 

lower False Positive Rate. These results demonstrate that supervised learning is more 

effective than unsupervised clustering for intrusion detection in MANET environments, 

particularly for identifying complex multi-layer attacks. It illustrates the results of comparing 

the performances of the K-Means and Support Vector Machine (SVM) based Intrusion 

Detection Systems (IDS) in different MANET attack situations as measured by the F1-score. 

Overall, the findings showed that the SVM was more effective than the K-Means in most of 

the attack categories, which indicates that SVM has more accurate classification and better 

learning of the attack behavior. Despite this, both methods performed equally well for 

Jamming, Sinkhole and SYN Flood-L4 with an F1-score of 1.0. SVM also managed to detect 

Blackhole Greyhole Session Hijack-L5, Decrypt Bypass-L6 and APP DDoS-L7 attacks. For 

these attacks, SVM was superior to K-Means, whose score was lower than that of SVM. Both 

methods were not good at recognizing a Wormhole Attack or a Hijacking Attack since the 

behavior of these is similar like the behavior of the normal traffic flow and so they are hard to 

be distinguished. But the outcomes reveal that training with SVM leads to better detection of 

intrusion when comparing to clustering with K-Means when uncovering a multi-layer attack in 

MANETs that are completely unsupervised. 

Overall, the experimental evaluation demonstrates that the supervised SVM classifier 

consistently outperformed the unsupervised K-Means algorithm across most attack scenarios. 

While both methods effectively detected attacks producing significant behavioural changes, 

SVM achieved higher overall accuracy, precision, and F1-score. The results also highlight the 

continued challenge of detecting attacks such as Wormhole and Greyhole, indicating the need 

for richer behavioural features and hybrid intrusion detection techniques in future MANET 

security research. 

 

5.2 DISCUSSION 

The comparison demonstrates the complementary strengths of supervised and unsupervised 

intrusion detection. K-Means does not require labelled training data and can therefore provide 

a useful initial anomaly-screening mechanism. Its two-centroid representation, however, 

assumes that normal and malicious observations form sufficiently distinct groups. When 

several attack types share feature ranges with normal traffic, this assumption produces mixed 

clusters, reduced precision, and elevated false-positive rates. In contrast, the RBF-kernel 
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SVM uses labelled examples to construct a nonlinear decision boundary and can model more 

complex combinations of the three behavioural features. 

The attack-wise results further clarify the role of feature selection. Jamming directly 

increases link failures; Flooding and SYN Flood produce unusually high signalling or 

connection activity; and Blackhole and Sinkhole generate pronounced packet-forwarding 

anomalies. These behaviours are reflected reasonably well by the selected features. 

Wormhole, Sybil, and Hijacking attacks can alter topology, route selection, or identity 

without consistently changing the three aggregate indicators. Their poor detection therefore 

reflects a feature-representation limitation rather than only an algorithmic limitation. Similar 

challenges have motivated two-stage MANET intrusion detection architectures [29], class-

imbalance-aware frameworks [30], and protocol-specific Blackhole defences based on 

dynamic thresholds or digital signatures [31,32]. 

The reported SVM performance is promising, but the controlled synthetic environment limits 

the strength of the generalisation claim. A robust evaluation should separate training and 

testing at the simulation-run level, report class distributions and confusion matrices, and 

provide confidence intervals or standard deviations across runs. These additions would help 

determine whether the observed gains remain stable under different node densities, mobility 

conditions, traffic loads, and attacker proportions. 

 

5.2.1. Limitations 

This study has five principal limitations. First, the simulation is a behavioural abstraction and 

does not reproduce every radio, medium-access-control, transport, and application-layer 

operation of a packet-level simulator or physical testbed. Second, the experiment uses only 

20 nodes and one mobility model, which limits conclusions regarding scalability and mobility 

diversity. Third, the compact three-feature representation excludes routing-path changes, 

neighbour trust, identity consistency, temporal sequences, signal strength, and packet-level 

content. Fourth, the findings are based on synthetic attack scenarios and require validation 

using independent datasets, emulation platforms, or real testbed traffic. Fifth, the high SVM 

accuracy and reported zero false-positive rate require confirmation through explicitly separated 

training and testing runs, repeated cross-validation, class-distribution reporting, and statistical 

uncertainty estimates. 

 

5.2.2. Practical Implications and Future Work 

A practical MANET intrusion detection system could use the three lightweight behavioural 
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features as a first-stage screening mechanism and activate a richer second-stage analysis only 

for suspicious nodes. This arrangement would preserve low computational overhead while 

improving the detection of topology- and identity-oriented attacks. Future work should 

incorporate temporal windows, route-change frequency, hop-count variation, neighbour-table 

inconsistency, trust scores, signal-quality measures, and cross-layer dependencies. 

Future evaluation should vary network size, attacker proportion, node speed, pause time, 

transmission range, and traffic load; report confidence intervals and significance tests; and 

measure detection latency, memory use, computational cost, communication overhead, and 

energy consumption. A hybrid architecture that combines unsupervised novelty detection with 

supervised attack classification may offer a better balance between discovering unknown 

threats and accurately identifying known attacks. Privacy-preserving distributed learning [33] 

and lightweight deep models [34] should be investigated only when their computational and 

communication requirements remain compatible with resource-constrained nodes. 

 

6. CONCLUSION 

This paper presented a comparative evaluation of K-Means clustering and Support Vector 

Machine (SVM) techniques for intrusion detection in Mobile Ad Hoc Networks (MANETs). 

A Python-based simulation framework incorporating twelve attack scenarios across multiple 

OSI layers, specifically Layer 1 and Layers 3–7, was developed to evaluate both approaches 

under identical experimental conditions. The models were assessed using three lightweight 

behavioural features: packet drop rate, control packet rate, and link failure count. 

The experimental results showed that the supervised SVM classifier achieved better overall 

performance than the unsupervised K-Means algorithm in terms of detection rate, precision, 

F1-score, accuracy, and false-positive rate. SVM achieved an overall accuracy of 0.98 and 

an F1-score of 0.70, compared with 0.69 and 0.51, respectively, for K-Means. Both methods 

effectively detected attacks that produced clear behavioural deviations, including Jamming, 

Sinkhole, and SYN Flood. However, attacks such as Wormhole, Sybil, and Hijacking 

remained difficult to detect because their effects were not adequately represented by the 

selected behavioural features. Although K-Means performed comparatively better for a small 

number of individual attack scenarios, SVM provided stronger and more reliable overall 

discrimination when labelled training data were available. 

The findings demonstrate that packet drop rate, control packet rate, and link failure count 

provide a computationally lightweight basis for detecting several MANET attacks. 

Nevertheless, these features alone are insufficient for accurately identifying identity-based, 
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topology-oriented, and route-manipulation attacks. Future research should therefore 

incorporate routing-path variations, neighbour-table inconsistencies, node identity behaviour, 

trust measures, temporal communication patterns, signal characteristics, and cross-layer 

information. Hybrid intrusion detection frameworks combining unsupervised anomaly 

detection with supervised attack classification may further improve the detection of both 

known and previously unseen attacks while maintaining the computational efficiency 

required in resource-constrained MANET environments. 
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